PSD2 API

Specifikacia
rozhrania



Obsah

Obsah2
ZOZNAM OBFAZKOV. .. cueniiiiiiiiii it i reerrt e e e ee e e s sasasasasasnsasasnsnessnsnsnsssasasasasnsnsssnsasnssnsnsssnsnsnsnsasasnsnsnnnsnnns 3
INfOrMACIE O dOKUMENTE ...euiuiiiiiiiiiiiiiiiiiiiiiieiiitiiiiietraratasesesrsesrerersssrssesssasassssssssssssssssssssssssesssssasassssssssssssnsns 4
1 UVOG. 1 iiiiiiiiiiiieiaretaiitratetttese s st tesasasasasssssassssssssssesssssasasassssssssssssssssssssesssasassssssssssssssssssssssesass 7
1.1 Ciel 7
2 e KOVY POPIS. ceutetenieiininietieittett ittt saeettaestasessasestesasestasestassssasassssassasassssasassssessesassssasessassssasens 8
3 oY o T Ly o741 [Tt | T PP 9
3.1 BEeZPECNOSING POZIAAAVKY .......cvevviviriieiitiietiteieii bbb e 9
3.2 Rozdiely medzi testovacim a produkCnym proStredim ... e 13
3.3 Proces zadania poZiadavky Al (AcCoUNt iNfOrMAtIoN) ........cccovireuiiriicciei e 14
331 IBAN Listing pre Account INFOrmMation (LIAT) ......ocececeeeeeeiceeesteceeeeteeetee et eae et be e be s sesaesesbeneeresaenesnens 15
3.3.2 ACCOUNT INTOFMATION (A1) euritiretetetectectectecte ettt ettt e te et eaeeae e s essessessessessessessesbasbesbesbesbesbesbesbesbessesesseeseesens 17
3.3.3  AcoUNt INFOMMELON RESUIE......cuevieieeieteiiecietetisecs ettt bbb s st et s as bbb s st e b s s ssastetessnasantas 19
3.4  Proces zadania poZiadavky LOT (List Of tranSaCHON) ........cccouireveiiiiiieiiscce e 21
34.1 IBAN Listing pre List Of Transactions (LILOT) ...cccoueueereririeeienirieieirieieeestsseeestseesesesessesesassesesesessesesesessssenenessesenesses 22
3.4.2 List OF TranSaCtioNS (LOT)...ccuieieeeeeeeeeeeieeiee e etee et et e e e e e e e e eseeas e s essesse s essensensessessensentessessesbessessasbensebessasesseesensens 24
3.4.3 B LT Tot o g T Y TR 26
3.5 Proces zadania POZIadaVvKy POl ..........ciiiiiiiiiese bbb 29
3.5.1 IBAN Listing pre Payment Order Initiation (LIPOI) a pre Standing Order...........ccecvevvevveveeeeceesresesesesessessessessennes 30
3.5.2 Payment Order INITIAtioN (PO1) ...ttt et e et e e et et e b et e st e b e b e sensesaenbesbesbesbesbesbesbesbesbessentens 34
3.6 Payment Instrument Issuer Service Provider (PHISP) ... 50
3.6.1 JWS/ACCOUNTSEIVICE/L.0/DAIANCECIEEK ...ttt et et e st e st et et e et e et e et eeneeeeseeseesseseessessessesnesnessesnesnes 51
4 Z0zZnam ANyBOVYCh KOOV ......uieiiiiiiiiiiiiiii i rereie et et et s rsasas s sasnsnssssesnsssesnsesasasnsnsasasnsnsnesnsns 54

365.bank, a. s., Dvorakovo nabrezie 4, 811 02 Bratislava, N N
zapisana v Obchodnom registri Okresného stdu Bratislava |,oddiel Sa, vI. €. 501/B, ICO: 31 340 890, IC DPH: SK7020000680 2/55



Obrazok 1: TPP QUEBNHIIKACIA ... 9
Obrazok 2: Postupnost Krokov VOIaNT Pre SIUZOU Al ........c.cciiiiieieiiceiciest ettt 14
Obrazok 3: Postupno st krokov volani pre SIUZDU LOT ...t 21
Obrazok 4: Postupnost krokov volani pre SIUZDU POL ... e 29
Obrézok 5: Orchestracia VOIANT PIISP ... 51

365.bank, a. s., Dvorakovo nabrezie 4, 811 02 Bratislava, . N
zapisana v Obchodnom registri Okresného sudu Bratislava |,oddiel Sa, vl. €. 501/B, ICO: 31 340 890, IC DPH: SK7020000680 3/55



Nazov PSD2 API
Predmet Specifikacia rozhrania
Verzia 5.00

365.bank, a. s., Dvorakovo nabrezie 4, 811 02 Bratislava,
zapisana v Obchodnom registri Okresného stidu Bratislava |,oddiel Sa, vI. & 501/B, ICO: 31 340 890, IC DPH: SK7020000680 4/55



Zoznam skratiek a symbolov
Zoznam skratiek a symbolov je triedeny podla abecedy.

365.bank alebo banka 365.bank, a. s. so sidlom Dvorakovo nabrezie 4, 811 02 Bratislava, 1CO: 31 340 890

Al Account Information

AISP Account Information Service Provider

APl GW AP| Gateway

CA Certifikacné autorita

1B Internet banking

IL IBAN Listing — zoznam relevantnych IBAN Uctov
LOT List Of Transactions

MEP Message Exchange Pattern

PISP Payment Information Service Provider

PIISP Payment Instrument Issuer Service Provider — potvrdenie dostupnosti prostriedkov
POI Payment Order Initiation

PSD2 Payment Service Directive 2

SCA Strong customer authentication

SSL Secure Socket Layer

TLS Transport Layer Security

TPP Third Party Provider - tretia strana
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Odkazy

PSD2 Smernica Eurépskeho parlamentu a Rady (EU) 2015/2366 z 25. novembra 2015 o
platobnych sluzbach na vnatornom trhu, ktorou sa menia smernice 2002/65/ES,
2009/110/ES a 2013/36/EU a nariadenie (EU) &. 1093/2010 a ktorou sa zru$uje smernica
2007/64/ES azakon €. 492/2009 Z.z. o platobnych sluzbach a 0 zmene a doplneni niektorych
z&konov

RTS on SCA and CSC Delegované nariadenie Komisie (EU) 2018/389 z 27. novembra 2017, ktorym sa dopiiia
smernica Eurépskeho parlamentu a Rady (EU) 2015/2366, pokial ide o reguladné technické
predpisy pre silnt autentifikaciu zakaznika a spoloéné a bezpeéné otvorené komunikaéné
normy

Nariadenie Eurépskeho parlamentu a Rady (EU) &. 910/2014 z 23. jula 2014 o elektronicke]
identifikacii a doveryhodnych sluzbach pre elektronické transakcie na vndtornom trhu a o
zruSeni smernice 1999/93/ES

.
o
>
[}
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https://eur-lex.europa.eu/legal-content/SK/TXT/?uri=CELEX%3A32015L2366
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.069.01.0023.01.ENG&toc=OJ:L:2018:069:TOC
https://ec.europa.eu/futurium/en/content/eidas-regulation-regulation-eu-ndeg9102014.html#:~:text=The%20Regulation%20%28EU%29%20N%C2%B0910%2F2014%20on%20electronic%20identification%20and,electronic%20interactions%20between%20businesses%2C%20citizens%20and%20public%20authorities.

Dokument detailne popisuje rozhrania 365.bank, ktoré si predmetom PSD2 regulacie a RTS on SCA and CSC za Ucelom
zabezpectenej komunikacie prendSanych Udajov medzi TPP a bankou.

1.1 Ciel
Ciefom dokumentu je:
o Oboznamit Citatela s rozhraniami, ktoré poskytuje 365.bank tretim stranam
o Zadefinovat bezpe€nostné poziadavky, ktoré musia tretie strany dodrziavat’ pri komunikaci
o Popisat sekvenciu volani pri praci s rozhraniami
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Banka umoziuje pripojenie tretich stran k API rozhraniu bez povinnosti registracie a bez udelenia Specialnych pristupovych
tokenov. Pre komunikaciu TPP s365.bank su vystavené rozhrania podrobne popisané v nasledujucich kapitolach
dokumentacie. TPP pristupuje na API rozhranie priamym pristupom napojenim sa na jednotlivé endpointy vystavenych sluzieb
v stlade s definovanymi bezpecCnostnymi poziadavkami na zaklade poziadavky klienta.

APl rozhranie poskytuje tieto funkcionality z PSD2 regulacie a RTS on SCA and CSC:

IBAN Listing IBAN Listing pre Al (LIAI) Zoznam Uctov pre sluzbu Informéacie o Ucte
IBAN Listing IBAN Listing pre LOT (LILOT) Zoznam uctov pre sluzbu Transakcie na ucte
IBAN Listing IBAN Listing pre POI (LIPOI) Zoznam Uctov pre sluzbu vykonania platby

Informacie o Ucte - sluzba poskytuje informacie a
zostatky suvisiace s Uctom
Transakcie na Ucte — sluzba poskytuje zoznam
AISP List of Transactions (LOT) transakcii v definovanom rozsahu datumov
slvisiacich s uctom
Sluzba umoziuje autorizaciu inicializovanej
PISP Payment Order Initiation (POI) piatby. Sluzba je dsfinovana podfa typu piatieb
na jednotlivé endpointy. Banka v suCasnosti
neposkytuje instantné platby.

AISP Account information (Al)

PISP Payment Order Initiation (POI)- Ecommerce PredloZenie e-commerce platby

PISP Payment Order Initiation (POI) - Standardné platby PredloZenie Standardnej SEPA platby

PISP Payment Order Initiation (SOI) - Standing Order Viytvorenie SEPA trvalého prikazu

PIISP Payment Instrument Issuer Service Provider Wenirele sl - SUdie pRRTHY R [ OiEE @

dostatoénom zostatku odpoved'ou ano/nie

Postupnost v procesoch je vyobrazena v diagramoch s popisom jednotlivych krokov vykonania volani pre jednotlivé sluzby.
Nedodrzanie postupnosti volani méze viest k zamietnutiu poZiadavky zo strany banky v jednotlivych procesoch. Délezité je
dodrzanie schémy velkych a malych pismen ako v hlavicke, tak aj v tele vo volaniach podia predlohy uvedenej v tejto
dokumentaci.

Komunikécia s rozhraniami z pohladu TPP prebiehav dvoch réznych scenédroch

o Viackrokovo s online autorizaciou klientom (AISP-Al, AISP - LOT, PISP- POI, SOI)
e klient zada poziadavku
e klient potvrdi (autorizuje) svoju poziadavku online prostrednictvom 2 faktorovej autentifikacie (Internetbanking)
o klient overuje vysledok spracovania poziadavky
o Jednokrokovo s predautorizaciou klientom (PIISP)
e vysledok poZiadavky je okamzity, klient pred vykonanim volania udelil sthlas so spracovanim poziadavky pre TPP
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3.1 Bezpeénostné poziadavky

Klientsky SW (TPP), ktory chce pouzivat aplikaéné rozhrania 365.bank musi dodrziavat nizSie uvedené bezpeénostné
poziadavky 365.bank.
Komunikacia TPP musi byt iniciovana cez TLS s overovanim certifikdtu TPP (mutual authentification) a je naznacena na
nasledovnom obrazku.

7 TPP I Internet I cpi.365.bonk b?::::nsd I =
N N |

Obrazok 1: TPP autentifikacia

V ramci nadviazania TLS komunikacie tretej strany 365.bank pozaduje identifikaciu a autentifikaciu TPP prostrednictvom
platného certifikatu (X.509 SSL/TLS typu EV alebo kvalifikovany certifikat v stlade s eIDAS) vydaného prislusnym
poskytovatefom ddéveryhodnych certifikacnych sluzieb - verejnou certifikacnou autoritou. Detaily poZiadaviek pre TLS protokol
st uvedené v RFC 6125.

Verzia: TLSv1.2
Podporované cipher suite: TLS-ECDHE-RSA-WITH-AES-128-GCM-SHA256, TLS-ECDHE-RSA-WITH-AES-256-GCM-
SHA384

Identifikacia aj autentifikacia prebehnt pocas prihlasovania sa do sluzby 365.bank a v kazdom prihlaseni sa validuje:
1. podpis certifikacnej autority, ktora certifikat vydala

2. platnost certifikatu

3. vlastnictvo privatneho kltca k certifikatu

PoZiadavky na klientsky certifikat pre produkéné prostredie:

o certifikét spiia $tandard X.509

o certifikat je vydany poskytovatelom déveryhodnych certifikacnych sluzieb (CA)

o certifikdt musi obsahovat podla Standardu ETSI TS 119 495:
e nazov registratora, ktory pridelil licenciu , vratane roli, pre ktoré bola licencia vydana (qcStatement / OID 0.4.0.19495.2)
e (islo licencie vydanej registratorom (organizationldentifier / 2.5.4.97)

o akceptovany je certifikat typu:
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https://en.wikipedia.org/wiki/Mutual_authentication
https://en.wikipedia.org/wiki/Transport_Layer_Security#Client-authenticated_TLS_handshake
https://tools.ietf.org/html/rfc6125

e elDAS kvalifikovany certifikat pre autentifikaciu webovych sidiel (eIDAS SSL musi spifiat poziadavky podla ¢lanku 45
nariadenia (EU) &. 910/2014 (zoznam akceptovanych poskytovatelov déveryhodnych sluZieb je uvedeny na webovej
stranke Slovenského narodného bezpeénostného Uradu (http://nbu.gov.sk/en/trust-services/index.html) alebo
webovej stranke EU Trust Service (https://esignature.ec.europa.eu/efda/tl-browser/#/screen/home

certifikat musi obsahovat' podla eIDAS 2014/910
e nazov pravnickej osoby, ktorej sa certifikat vydava (organizationName / OID 2.5.4.10)

e prvky adresy, vratane mesta a $tatu, fyzickej alebo pravnickej osoby, ktorej sa certifikat vydava, a pripadne tak, ako sa
uvadza v Uradnych zaznamoch (countryName a Locality)

e nazvy domén prevadzkovanych fyzickou alebo pravnickou osobou, ktorejsa certifikat vydava (commonName, resp. SAN
z&znamy v pripade viacerych domén)

certifikat moze obsahovat dalSie atribity podla poziadaviek vydavatefa (CA), resp. poziadaviek jednotlivych Standardov

e Sériové Cislo certifikatu a jeho HASH (Serial number, Subject Key Identifier)

Datumy platnosti od/do (Valid From/ Valid To)

Informacie potrebné na overenie vo¢i OCSP

Informacie potrebné na overenie voci CRL

Certifikacné politka QCP-W (Qualified Certification Policy — Web), Policy identifier=0.4.0.194112.1.4 alebo
0.4.0.19495.3.1

Atribut Enhanced Key Usage musi obsahovat  hodnotu Client Authentication (OID 1.3.6.1.5.5.7.3.2)

e Hodnoty na validaciu vydavatela certifikatu (Authority Key Identifier; hodnoty z atributu Issuer: O, CN, C; hodnoty z
certifikatu vydavatela (Serial number, Subject Key Identifier)

Po nadviazani bezpecnej komunikacie je mozné volat aplikaéné rozhrania, ktoré st popisané v dalSich kapitolach. Na
obrazku 1 st oznacené pod jednotnym nazvom WS Request/WS Response.

Poziadavky na Klientsky certifikat pre testovacie prostredie:

TPP ma pridelent licenciu podfa PSD2:
o certifikat splia poziadavky pre produkéné prostredie uvedené vysSie
e potvrdenie TPP zaSle pred zaCatim testovania na adresu support_tpp@365.bank spolu s certifikatom.

TPP je v procese prideflovania licencie podla PSD2:

o akceptovany je certifikat typu Extended Validation SSL certifikat

e TPP sa preukaze potvrdenim regulatora o prebiehajucom licenénom konani (nazov TPP, identifikator TPP, rola)
e potvrdenie TPP zaSle pred zaCatim testovania na adresu support_tpp@365.bank spolu s certifikatom.

Kryptovanie hesla:

e v testovacom prostredi
Prihlasovacie heslo je potrebné zasielat' v zaSifrovanom tvare RSAES-OAEP (RSA/ECB/OAEPWIithSHA-
256AndMGF 1Padding a prekonvertované na Base64 string. Pre zasifrovanie je potrebné pouzit Sifrovaci kIU:

XML format;
<RSAKeyValue>
<Modulus>

q7Tv/ksOOopyhDelWHYar+azEYIGRHwgUDePLMeDGSnpEKWMYROI1HD+t4 GRgfKXbPsXSkd31VT472Q4k
esYbiyELVyUhwzzjSBo8YqajOJACDSs8fNSrBaio/ELCVHpGnFQmLoDACNDhKO79pYXxUg1jIEUCGVbLUG sq6
GIGEzHe/NRavJCn+zxv42aGDczQPwWF YXz1xfMrDF gQIXT db+XbpK99F Ye/CnEFbABEM7 Gf5MsoAXr/vcPWk
dFcZng/qVC5F+E3T78sqYgnNi17VT5d++QYQbir6wM/sMQKRNYIZ/fE/ARZILSEAIr592hpbZ AHlgtcd4vsAPJO
0Y1d+Q==

</Modulus>
<Exponent>

AQAB
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http://nbu.gov.sk/en/trust-services/index.html
https://esignature.ec.europa.eu/efda/tl-browser/#/screen/home
mailto:support_tpp@365.bank
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</Exponent>

</RSAKeyValue>

PEM format:

Priklad pre testovacie prostredie:

Prihlasovacie meno a heslo z Use-case
X-username: A1psd2365@gmailabc.com
X-password: Test365Test1

Prihlasovacie meno a heslo po Sifrovani:

X-username: A1psd2365@gmailabc.com

X-password:
EvN6e8sB22iswD5rinzyRoZq8q5SsWTn/7AuT +4LD3L6jF vskwZ5NVGYbXOgkVDSpO+ZgHHIjaVYvrtH6dKeMfKJkFH
4UQ6xL3SPRmMAIGDCcBTSEXY5U30s6tFylbO3CRXiy9GBSTQIqRLaJxxWHHF TsqbK+p3FhqcTdJmCYFkeZWPPpjFo
SEVDO/EWUsxUTu9pq+niD8Mdal836150GILzZNWcOMXq+Z2TiGcbKubIKuOuideYWKF e WGfo kfCIfNxXmyhINKCvFkh
5xiH+RM61uMx6mG+bEJIX1Y74rKmUssPm9dxL3RaF birF8SooWOpngHL1t9A49LSBbVRICfTg==

e v produkénom prostredi

Prihlasovacie heslo je potrebné zasielat' v zasifrovanom tvare. Pre zaSifrovanie je potrebné stiahnut si kiu¢ z URL:
https://365.bank/cert/passwd/pubkey

Heslo sa Sifruje algoritmom RSAES-OAEP (RSA/ECB/OAEPWIithSHA-256AndMGF 1Padding). Na zaver sa
vysledny text zakoduje formatom BASEG4. Vysledna hodnota sa plni do parametra X-password v hlavicke volania.

Priklad:

java -Djavax.net.ssl.keyStore=clientkeystore.pl2 \
-Djavax.net.ssl.keyStorePassword=password \
-Djavax.net.ssl.trustStore=clienttruststore.jks \
-Djavax.net.ssl.trustStorePassword=password \
com.fintech.psd2api.SSLScocketClient

Python

import json

import requests
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https://365.bank/cert/passwd/pubkey

serverCrt = "server.crt"
clientCrt = "client.crt"
clientKey = "client.key"

url = "https://psd2api.example.com"

payload = {"ID": "123456"}

headers = {"content-type": "application/json"}

r = requests.post(url, data=json.dumps (payload), verify=serverCrt,
headers=headers, cert=(clientCrt, clientKey))

print(r.status code)

print(r.json())
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https://psd2api.example.com/

3.2 Rozdiely medzi testovacim a produkénym prostredim
A) Pre testovacie prostredie je potrebné pouzivat nasledovné testovacie prihlasovacie udaje:

password username

Test365Test1 A1psd2365@gmailabc.com
Test365Test2 B2psd2365@gmailabc.com
Test365Test3 C3psd2365@gmailabc.com
Test365Test4 D4psd2365@gmailabc.com
Test365Testd E5psd2365@gmailabc.com
Test365Test6 F6psd2365@gmailabc.com

B) Pre testovacie prostredie je potrebné pouzivat nasledovné testovacie Ucty creditora:
cdtrAcc form
SK7065000000000096735836 | SEPA
SK4865000000000096735844 | SEPA
SK2665000000000096735852 | SEPA
SK0465000000000096735860 | SEPA
SK7365000000000096735879 | SEPA
SK5165000000000096735887 | SEPA
SK2965000000000096735895 | SEPA
SK6665000000000096735908 | SEPA
SK2265000000000096735924 | SEPA
SK9765000000000096735932 | SEPA
SK7565000000000096735940 | SEPA
SK4765000000000096735959 | SEPA
SK5265000000000020605904 | SEPA
SK3065000000000020605912 | SEPA
SK3165000000000035687551 SEPA
SK2565000000000096735967 | SEPA
SK0365000000000096735975 | SEPA
SK4465000000000096735916 | SEPA
SK7865000000000035687578 | SEPA
SK5665000000000035687586 | SEPA
SK3465000000000035687594 | SEPA
SK5565000000000020605947 | SEPA
SK9365000000000096824759 | SEPA
SK7165000000000096824767 | SEPA
SK4965000000000096824775 | SEPA
SK2765000000000096824783 | SEPA
SK0565000000000096824791 SEPA

V pripade, ak TPP poZaduje testovanie nad viastnymi Gétami, potom je potrebné zaslat Cisla Uctov vo formate IBAN na
support tpp@365.bank pre Ucely zaevidovania bankou. Nasledne po potvrdeni zo strany banky je moZné pokracovat
v testovani so zaslanymi Gctami.

Banka odpoveda na v8etky podnety TPP v primeranom reakénom Case, ktory sa odvija od komplexity a naroénosti poZiadavky
od TPP strany.

C) V pripade, ak sa v testovacom prostredi vyziada SCA, potom je nutné vyskladat OTP kéd vo formate DDMMHH
DD - defizaslania requestu sluzby, ktora v odpovedi vyziadala SCA - Ciselna hodnota
MM — mesiac zaslania requestu sluzby, ktora v odpovedi vyziadala SCA - Ciselna hodnota
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HH - hodina zaslania requestu sluzby, ktora v odpovedi vyziadala SCA - ¢iselna hodnota

D) Operacie zrealizované cez testovacie prostredie sa realizuji vyluéne pre danu sluzbu a overuije sa iba funkénost’ sluzby.
Testovacie prostredie vyuziva data spésobom, ktory umoZriuje prevolanie jednotlivych sluzieb. Vysledok jednej sluzby
nenadvazuje na update mockovych déatv inej sluzbe.

Priklad: ak bude v testovacom prostredi vykonany prevod, ktory vréti status completed, nasledne nie je mozné overit
spracovanie transakcie cez List of transaction.

3.3 Proces zadania poziadavky Al (Account information)

Obrazok nizsie popisuje postupnost jednotlivych krokov vykonavanych v API volani, ktoré je potrebné dodrzat v uvedenom
poradi. NedodrZanie postupnosti volani moze viest k zamietnutiu poZiadavky zo strany banky.

(G1)
Pozadovana
SCA zo strany

. banky?
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() L0
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a /_\ (A1) (A3) O\reren(:e \]fysledku
a \\</ Vyplnenie prihlasovacich Vyber IBAN-u zo spracovania
%‘ (E1) udajov (login /password zoznamu
=
Autentifikacia
prebehla OK? % (G2) (E3)
(AS) Ziada banka opatovné
Vyplnenie bTP kédu zaslanie OTP kodu? Q
T
<
@ ~ v e ' (% ' 5%, '
- e e = e=3
= =i (82) X (a3) ’ oo} ) o
g Jws/AccountService /1.0/inithformation Jws/AccountService/1.0/information /ws/AccountSenvice/1.0/information Jws/AccountService/1.0/informationResult
g y y.
Obrazok 2: Postupnost krokov volani pre sluzbu Al
Proces:

(A1) Klient zada u TPP svoje prihlasovacie Udaje do IB (login a password). Po ich ziskani TPP vola sluzbu initinformation.
o Pre testovacie prostredie je potrebné pouZit' prihlasovacie Udaje uvedené v kapitole 3.2.
(A2) Po overeni spravnosti udajov banka odpoveda zoznamom Uctov, ktoré maklient k dispozicii. Response sluzby vracia aj
atribt ,orderld”. Ide o jednoznacny identifikator ktory sa bude pouZivat v celom procese.
(A3) Klient definuje ucet zo zoznamu. Po zvoleni uc¢tu TPP zavola sluzbu information s informaciou doplnenou o ucet.
V hlavicke volania sa musi nachadzat aj pridelené orderID.
(Ad) Sluzba vracia v response informaciu o tom, ¢i je potrebné realizovat autoriziciu. Informécia je uvedend v atriblte
SCA_Type.
e Banka pozaduje zaslanie SCA
= (A5) TPP pre dalSie pokraCovanie musi od klienta vyziadat OTP kod. Kéd zasiela volanim sluzby
information pri¢om request musi obsahovat rovnaké hodnoty ako v bode (A4). OTP kod sa zasiela
v samostatnom atribUte v hlavicke volania.
OTP pre testovacie prostredie treba zaslat vo formate DDMMHH
e DD - def zaslania requestu sluzby, ktora v odpovedi vyziadala SCA - &iselna hodnota
e MM - mesiac zaslania requestu sluzby, ktora v odpovedi vyziadala SCA — Ciselna hodnota
e HH -hodina zaslania requestu sluzby, ktora v odpovedi vyziadala SCA - ¢iselna hodnota
Priklad: Request (A4) bol zaslany 27.5.2022 v ¢ase 15:53. Vo volani (A6) oCakavame OTP kéd
270515
= (A6) Sluzba vracia v response informéciu o vykonani autorizécie.
¢ Banka nepozaduje SCA - proces zadania poziadavky je ukon&eny. V takomto pripade sa volanie (A6) vynechava a TPP
moze prejst k overeniu vysledku spracovania. Banka uplatfiuje vynimku z SCA podlfa RTS ¢lanku 10. Banka moze
vyzadovat SCA na zaklade bezpeCnostného vyhodnotenia volania.

(A7) Pre overenie vysledku spracovania a zobrazenie detailu Uctu je potrebné aby TPP prevolala sluzbu informationResult
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o (A8) Response sluzby vrati pozadované tdaje

3.3.1 IBAN Listing pre AccountiInformation (LIAI)

Testovacie prostredie sa li$i od produkéného prostredia rozdielnou URL. V pripade prechodu z testovacieho prostredia na produkéné
je potrebné zmenit URL.

URL testovacieho prostredia: https://apitest.365.bank/ws/AccountService/1.0/initinformation

URL produkéného prostredia: https://api.365.bank/ws/AccountService/1.0/initinformation

3.3.1.1  /ws/AccountService/1.0/initiInformation

Transport HTTPS/XML

Method POST

MIME Type application/xml

MEP Synchronous request-response
XSD schema AccountService_api.xsd

Accept application/xml
HTTP Header parameters X-username Prihlasovacie meno uzivatela do IB
X-password Prihlasovacie heslo uZivatela do IB
HTTP Content InitinformationRequest

error kéd chyby
HTTP Header parameters

errorDescription popis chyby
HTTP Content InitinformationResponse

3.3.1.1.1 REQUEST MESSAGE - INITINFORMATIONREQUEST

messageld ano xsd:string Jedinecny identifikator spravy TPP

Priklad volania z testovacieho prostredia banky:
Header:

POST http://apitest.365.bank/Psd2Mock/iws/AccountService/1.0/initinformation HTTP/1.1

Accept-Encoding: gzip,deflate

Content-Type: application/xml

X-password:

p76WQVzQ8y30y0bApjh6In210juRkJZAX8LmFWo7FMDsmJHtqLICr6gv0ybkafK6ISQse50z/ ymb5SnXNRVuwWQt+0ruUTcvBInYP V3
X1Wr9op0z0JPI0HhBd 1R +h23AwCPft8CCXBvW3Vad5EssPaygRIMraxgiWwmcycnOKZQ70Ki5L1mUfMZ0Zs|iDKrelZ2iv+UziCCviyav
01+ufR1bha9pHNKqYHSB/aTOX6nlYImNOKaoD86nI/6x/IDST Z09S0642eVWePN2NPdINCQxO+70bYFES3UZFrDz612n8ZhkZzlV
vSS5gXtUl0UvQ/fdtVxeEyfymZ GDpOQRCyw==

Accept: application/xml
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X-username: A1psd2365@gmailabc.com
Content-Length: 191

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:

<psd2acc:InitinformationRequest xmins:psd2acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<messageld>fcaa51f2-7827-4ca7-af2e-9bc865c0781</messageld>
</psd2acc:InitinformationRequest

3.3.1.1.2 RESPONSE MESSAGE - INITINFORMATIONRESPONSE

orderld xsd:string Pridelené ID objednavky
accountList Zoznam |IBANov
=id xsd:string IBAN Uctu (medzinarodné Cislo bankového Uctu)

Priklad odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Length: 2653

Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Fri, 10 Jun 2022 08:24:51 GMT

<psd2acc:InitinformationResponse xmins:psd2acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0org/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue> Hodnotav priklade neuvedena</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo> Hodnota v priklade neuvedena </ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<orderld>a423edabac1943109818f6140f437423</orderld>
<accountList>
<id>SK9365000000000096824759</id>
</accountList>
</psd2acc:InitinformationResponse>
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3.3.2 AccountInformation (Al)

Sluzba popisana v tejto kapitole sa vola v dvoch Castiach procesu. Prvy krat v ¢ase ak si klient vybral ucet (toto volanie je povinné vzdy)
a druhy kréat v tom pripade ak banka pozaduje realizaciu SCA (druhé volanie je mozné opakovat' aj viac krat, zavisi to od toho &i bol
OTP kod zaslany na prvy krat alebo nie). VSetky volania sluzby information musia mat' rovnako vyplnend Cast requestu ktora je
v prikiade oznagena ako ,Body" (hodnotamessageld sa moze lisit). Volania sa liSia v hlavicke nakolko prvé volanie neobsahuje atribut
X-OTPkod druhé volanie je uz aj s tymto atribltom.

Testovacie prostredie sa li$i od produkéného prostredia rozdielnou URL. V pripade prechodu z testovacieho prostredia na produkéné
je potrebné zmenit URL.

URL testovacieho prostredia;_https://apitest.365.bank/ws/AccountService/1.0/information

URL produkéného prostredia: https://api.365.bank/ws/AccountService/1.0/information

3.3.2.1  ws/AccountService/1.0/information

Transport HTTPS/XML

Method POST

MIME Type application/xml

MEP Synchronous request-response
XSD schema AccountService_api.xsd

Accept application/xml
orderld konkrétnej operacie, ktord chce TPP
HTTP Header parameters X-orderld autorizovat
X-OTPkod OTP kod na overenie autorizacie

HTTP Content InformationRequest

error kéd chyby
HTTP Header parameters

errorDescription popis chyby
HTTP Content InformationResponse

3.3.2.1.1 REQUEST MESSAGE - INFORMATIONREQUEST

IBAN ano xsd:string IBAN klienta (medzinarodné Cislo bankoveho Uétu)

messageld  ano xsd:string Jedine¢ny identifikator spravy TPP

Priklad volania z testovacieho prostredia banky:
Header prvého volania v procese:

POST http://apitest.365.bank/Psd2Mock/ws/AccountService/1.0/information HTTP/1.1
Accept-Encoding: gzip,deflate
Content-Type: application/xml
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https://apitest.365.bank/ws/AccountService/1.0/information

Accept: application/xml

X-orderld: a423edabac1943109818f6140f437423
Content-Length: 211

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Header druhého volania v procese:

POST http://apitest.365.bank/Psd2Mock/mockup_direct/ws/AccountService/1.0/information HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml

X-orderld: a423edabac1943109818f6140f437423

X-OTPkod: 030223

Content-Length: 211

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent; Apache-HttpClient/4.1.1 (java 1.5)

Body:

<acc:InformationRequest xmins:acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<IBAN>SK9365000000000096824759</IBAN>
<messageld>63295640-a63c-4907-8189-a09633da2749</messageld>
</acc:InformationRequest>

3.3.2.1.2 RESPONSE MESSAGE - INFORMATIONRESPONSE

orderld ano xsd:string Pridelené ID objednavky

Atribut hovori o tom, ze je potrebné dodato¢ne autorizovat
operaciu.

1 —je nutna dodato¢na autorizacia

0 - nie je nutna dodato¢na autorizacia

SCA_Type  Ano xsd:boolean

Ak sa v hlavicke odpovede vrati Er27 ide o finalnu chybovl hlasku a order je zamietnuty (napr. viacnasobne zle zadany overovaci kad).
V takomto pripade je potrebné zacat volania od zaciatku.

Priklad zamietnutia z testovacieho prostredia banky

HTTP/1.1200 OK

Transfer-Encoding: chunked

Content-Type: application/xml; charset=UTF-8

Server:

Content-Type-Options: nosniff

error: Er27

errorDescription: Prikaz nebolo mozne spracovat. Vyprsal cas pre autorizaciu.
Date: Tue, 07 Jun 2022 07:40:31 GMT

Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK
Content-Length: 2597
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Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Fri, 10 Jun 2022 08:59:35 GMT

<psd2acc:InformationResponse xmins:psd2acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0org/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue> Hodnotav priklade neuvedena </ds:DigestValue>
</ds:Reference>
</ds:SignedIinfo> Hodnota v priklade neuvedena </ds:SignatureValue>
<ds:Keylnfo>
<ds:X509Data> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<orderld>a423edabac1943109818f6140f437423</orderld>
<SCA_Type>1</SCA_Type>
</psd2acc:InformationResponse>

3.3.3 AccountInformation Result

Testovacie prostredie sa li$i od produkéného prostredia rozdielnou URL. V pripade prechodu z testovacieho prostredia na produkéné
je potrebné zmenit URL.

URL testovacieho prostredia: https://apitest.365.bank/ws/AccountService/1.0/informationResult

URL produkéného prostredia: https://api.365.bank/ws/AccountService/1.0/informationResult

3.3.3.1  /ws/AccountService/1.0/informationResult

Transport HTTPS/XML

Method POST

MIME Type application/xml

MEP Synchronous request-response
XSD schema AccountService_api.xsd

HTTP Header parameters Accept application/xml

HTTP Content InformationResultRequest

HTTP Header parameters error kéd chyby
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https://apitest.365.bank/ws/AccountService/1.0/informationResult

errorDescription popis chyby

HTTP Content InformationResultResponse

3.3.3.1.1 REQUEST MESSAGE - INFORMATIONRESULTREQUEST

orderld ano xsd:string  1d objednavky

messageld  ano xsd:string  Jedine¢ny identifikator spravy TPP

Priklad volania z testovacieho prostredia banky:
Header:

POST http://apitest.365.bank/Psd2Mock/ws/AccountService/1.0/informationResult HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml

Content-Length: 237

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:

<acc:InformationResultRequest xmins:acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<orderld> a423edabac1943109818f6140f437423</orderld>
<messageld>94e9284a-2b1b-4197-a6b8-f430d45bad6b</messageld>
</acc:InformationResultRequest

3.3.3.1.2 RESPONSE MESSAGE - INFORMATIONRESULTRESPONSE

accountName ano xsd:string Nazov Uctu

Typ Uctu:
accountType ano xsd:string 0 - beZny

1 - sporiaci
accountCurrency ano xsd:string Mena UGctu
accountingBalance ano xsd:decimal  Ugtovny zostatok na Ucte
availableBalance ano xsd:decimal ~ Disponibilny zostatok na Ucte
ownFunds ano xsd:decimal ~ Vlastné zdroje na ucte

Casova znamka, ku ktorej je viazany

datetime ano xsd:date
zostatok

Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Length: 2810

Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Tue, 07 Jun 2022 07:45:24 GMT

<psd2acc:InformationResultResponse xmins:psd2acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
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<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmidsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue> Hodnotav priklade neuvedena </ds:DigestValue>
</ds:Reference>
</ds:SignedInfo> Hodnotav priklade neuvedena </ds:SignatureValue>
<ds:Keylnfo>
<ds:X509Data>
<ds:X509Certificate> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
<accountName>AB Tester</accountName>
<accountType>0</accountType>
<accountCurrency>EUR</accountCurrency>
<accountingBalance>33.00</accountingBalance>
<availableBalance>26.00</availableBalan ce>
<ownFunds>33.00</ownFunds>
<datetime>2022-01-10T00:00:00</datetime>
</psd2acc:InformationResultResponse>

3.4 Proceszadania poziadavky LOT (List of transaction)
Obrazok nizSie popisuje postupnost API volani ktoré je potrebné dodrzat v uvedenom poradi. NedodrZanie postupnosti volani
moZze viest k zamietnutiu poZiadavky zo strany banky.
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Obrazok 3: Postupnost krokov volani pre sluzbu LOT
Proces:

(A1) Klient zada u TPP svoje prihlasovacie Udaje do IB (login a password). Po ich ziskani TPP vola sluzbu initTransactions.
o Pre testovacie prostredie je potrebné pouzit' prihlasovacie Udaje uvedené v kapitole 3.2

(A2) Po overeni spravnosti Udajov banka odpovedd zoznamom Uctov, ktoré maKklient k dispozicii. Response sluzby vracia
atribut ,orderld*. Ide o jednoznacny identifikator ktory sa bude pouzivat v celom procese.

(A3) Klient definuje Uget zo zoznamu. Po zvoleni Uétu TPP zavola sluzbu transactions s informéciou doplnenou o Ucet a
prideleny orderID.
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o (A4) Sluzba vracia v response informaciu o tom, ¢i je potrebné realizovat autorizaciu. Informacia je uvedena v atribute

SCA_Type.

e Banka poZzaduje zaslanie SCA

= (A5) TPP pre dalSie pokraCovanie musi od klienta vyziadat OTP kod. Kdéd zasiela volanim sluzby
information pri¢om request musi obsahovat rovnaké hodnoty ako v bode (A4). OTP kod sa zasiela
v samostatnom atribute v hlavicke volania.
OTP pre testovacie prostredie treba zaslat' vo formate DDMMHH
e DD -defzaslania requestu sluzby, ktora v odpovedi vyZiadala SCA - ¢iselna hodnota
e MM - mesiac zaslania requestu sluzby, ktora v odpovedi vyziadala SCA - Ciseln& hodnota
e HH - hodina zaslania requestu sluzby, ktora v odpovedi vyziadala SCA - iselna hodnota
Priklad: Request (A4) bol zaslany 27.5.2022 v ¢ase 15:53. Vo volani (A6) oCakavame OTP kod
270515
= (AG) Sluzba vracia v response informaciu o vykonani autorizacie.

e Banka nepoZaduje SCA - proces zadania poziadavky je ukonéeny. V takomto pripade sa volanie (A6) vynechava a TPP
moze prejst k overeniu vysledku spracovania. Banka uplatfiuje vynimku z SCA podfa RTS ¢lanku 10. Banka moze
vyzadovat' SCA na zaklade bezpecnostného vyhodnotenia volania.

© (A7) Pre overenie vysledku spracovania a zobrazenie detailu U¢tu je potrebné aby TPP prevolala sluzbu transactionsResult
© (A8) Response sluzby vrati pozadované Udaje.

3.4.1 IBAN Listing preList Of Transactions (LILOT)

Testovacie prostredie sa liSi od produkéného prostredia rozdielnou URL. V pripade prechodu z testovacieho prostredia na produkéné
je potrebné zmenit URL.

URL testovacieho prostredia: https://apitest.365.bank/ws/AccountService/1.0/initTransactions

URL produkéného prostredia: https://api.365.bank/ws/AccountService/1.0/initTransactions

3.4.1.1  [ws/AccountService/1.0/initTransactions

Transport HTTPS/XML

Method POST

MIME Type application/xml

MEP Synchronous request-response
XSD schema AccountService_api.xsd

Accept application/xml
HTTP Header parameters X-username Prihlasovacie meno uzivatela do IB
X-password Prihlasovacie heslo uZivatela do IB
HTTP Content InitTransactionsRequest

error kod chyby
HTTP Header parameters

errorDescription popis chyby
HTTP Content InitTransactionsResponse
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https://apitest.365.bank/ws/AccountService/1.0/initTransactions

3.4.1.1.1 REQUEST MESSAGE - INITTRANSACTIONSREQUEST

messageld ano xsd:string Jedinecny identifikator spravy TPP

Priklad volania z testovacieho prostredia banky:
Header:

POST http://apitest.365.bank/Psd2Mock/ws/AccountService/1.0/initTransactions HTTP/1.1

Accept-Encoding: gzip,deflate

Content-Type: application/xml

X-password:

p76WQVzQ8y30y0bApjh6In210juRkJZAX8LmFWo7FMDsmJHtqLICr6gv0ybkafK6ISQse50z/ ymb5SnXNRVuwWQt+0ruUTcvBInYP V3
X1Wr9op0z0JPI0HhBd 1R +h23AwCPft8CCXBvW3Vad5EssPaygRIMraxgiWwmcycnOKZQ70Ki5L1mUfMZ0Zs|iDKrelZ2iv+UziCCviyav

01+ufR1bha9pHNKqYHSB/aTOX6nlYImNOKaoD86nl/6x/IDST Z09S0642eVWePN2NPAINCQxO+70bYFES3UZFrDz612n8ZhkZzIV
vSS5gXtUI0UvQ/fdtVxeEyfymZ GDpOQRCyw==

Accept: application/xml

X-username: A1psd2365@gmailabc.com

Content-Length: 181

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:

<acc:InitTransactionsRequest xmins:acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<messageld>5638102a-3218-47a2-b4ba-9780c3063ad7</messageld>
</acc:InitTransactionsRequest>

3.4.1.1.2 RESPONSE MESSAGE - INITTRANSACTIONSRESPONSE

orderld xsd:string Pridelené ID objednavky
accountList Zoznam |IBANov
=id xsd:string IBAN Gctu (medzinarodné Cislo bankového Uctu)

Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Fri, 10 Jun 2022 09:29:20 GMT
Content-Length: 2655

<psd2acc:InitTransactionsResponse xmins:psd2acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<ds:Signature xmins:ds="http://lwww.w3.0rg/2000/09/xmIdsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
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</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue> Hodnotav priklade neuvedena </ds:DigestValue>
</ds:Reference>
</ds:SignedIinfo> Hodnota v priklade neuvedena </ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<orderld>0a048510407443abaa629f9b6541a679</orderld>
<accountList>
<id>SK9365000000000096824759</id>
</accountList>
</psd2acc:InitTransactionsResponse>

3.4.2 List Of Transactions (LOT)

Sluzba popisana v tejto kapitole sa vola v dvoch Castiach procesu. Prvy krat v ¢ase ak si klient vybral ucet (toto volanie je povinné vzdy)
a druhy krat v tom pripade ak banka pozaduije realizaciu SCA (druhé volanie je mozné opakovat aj viac krat, zavisi to od toho ¢i bol
OTP kod zaslany na prvy krat alebo nie). VSetky volania sluzby musia mat rovnako vyplnenu éast requestu ktora je v priklade oznacena
ako ,Body” (hodnota messageld sa méze liSit). Volania sa liSia v hlavicke nakofko prvé volanie neobsahuje atribut X-OTPkod druhé
volanie je uz aj s tymto atributom.

Testovacie prostredie sa li$i od produkéného prostredia rozdielnou URL. V pripade prechodu z testovacieho prostredia na produkéné
je potrebné zmenit URL.

URL testovacieho prostredia: https://apitest.365.bank/ws/AccountService/1.0/transactions

URL produkéného prostredia: https://api.365.bank/ws/AccountService/1.0/transactions

3.4.2.1 |ws/AccountService/1.0/transactions

Transport HTTPS/XML

Method POST

MIME Type application/xml

MEP Synchronous request-response
XSD schema AccountService_api.xsd

Accept application/xml
HTTP Header parameters X-orderld orderld konkrétnej operacie, ktoru chce TPP autorizovat
X-OTPkod  OTP kdd na overenie autorizacie

HTTP Content TransactionsRequest

error kéd chyby
HTTP Header parameters
errorDescription popis chyby
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HTTP Content TransactionResponse

3.4.2.1.1 REQUEST MESSAGE - TRANSACTIONSREQUEST

IBAN ano xsd:string  IBAN klienta (medzinarodné ¢islo bankového U¢tu)
dateFrom ano xsd:date Datum prvého obratu
dateTo ano xsd:date Datum posledného obratu
Typ transakcie:
transactionType  ano xsd:string  pending
realized
messageld ano xsd:string  Jedine¢ny identifikator spravy TPP

Priklad volania z testovacieho prostredia banky:
Header prvého volania:

POST http://apitest.365.bank/Psd2Mock/ws/AccountService/1.0/transactions HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml

X-orderld: 0a048510407443abaa629f9b6541a679

Content-Length: 373

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Header druhého volania:

POST http://apitest.365.bank/Psd2Mock/mockup_direct/ws/AccountService/1.0/transactions HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml

X-orderld: 0204851040744 3abaa629f9b6541a679

X-OTPkod: 090208

Content-Length: 373

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:

<acc: TransactionsRequest xmins:acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<IBAN>SK9365000000000096824759</IBAN>
<dateFrom>2022-01-01</dateFrom>
<dateT0>2022-04-20</dateTo>
<transactionType>realized</transactionType>
<messageld>7927be29-48cf-4b90-ac6e-2b0ba2a321c1</messageld>
</acc:TransactionsRequest>

3.4.2.1.2 RESPONSE MESSAGE - TRANSACTIONRESPONSE

orderld ano xsd:string  Pridelené ID objednavky
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Atribut hovori o tom, Ze je potrebné operaciu dodatocne
xsd:boolea autorizovat.
n 1 - je nutna dodatoCna autorizacia

0 - nie je nutna dodato¢na autorizacia

SCA_Type Ano

Ak sa v hlavicke odpovede vrati Er27 ide o finalnu chybovl hlaSku a order je zamietnuty (napr. viacnasobne zle zadany
overovaci kéd). V takomto pripade je potrebné zacat volania od zaciatku.

Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Length: 2599

Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Fri, 10 Jun 2022 09:34:57 GMT

<psd2acc:TransactionsResponse xmins:psd2acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<ds:Signature xmins:ds="http://lwww.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0org/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue> Hodnotav priklade neuvedena </ds:DigestValue>
</ds:Reference>
</ds:SignedInfo> Hodnota v priklade neuvedena </ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
<orderld>0a048510407443abaa629f9b6541a679</orderld>
<SCA_Type>1</SCA_Type>
</psd2acc:TransactionsResponse>

3.4.3 Transactions result

Testovacie prostredie sa liSi od produkéného prostredia rozdielnou URL. V pripade prechodu z testovacieho prostredia na produkéné
je potrebné zmenit URL.

URL testovacieho prostredia: https://apitest.365.bank/ws/AccountService/1.0/transactionsResult

URL produkéného prostredia: https://api.365.bank/ws/AccountService/1.0/transactionsResult

3.4.3.1  /ws/AccountService/1.0/transactionsResult

Transport HTTPS/XML
Method POST
MIME Type application/xml
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MEP Synchronous request-response

XSD schema AccountService_api.xsd

HTTP Header parameters Accept application/xml

HTTP Content TransactionsResultRequest

error kéd chyby
HTTP Header parameters

errorDescription popis chyby
HTTP Content TransactionsResultResponse

3.4.3.1.1 REQUEST MESSAGE - TRANSACTIONSRESULTREQUEST

orderld ano xsd:string Id objednavky
pageNr ano xsd:string Cislo strany s obratmi
messageld  ano xsd:string Jedinecny identifikator spravy TPP

Priklad volania z testovacieho prostredia banky:
Header:

POST http://apitest.365.bank/Psd2Mockiws/AccountService/1.0/transactionsResult HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml

Content-Length: 259

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:

<acc:TransactionsResultRequest xmins:acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<orderld>0a048510407443abaa629f9b6541a679</orderld>

<pageNr>1</pageNr>

<messageld>d5f76cf5-0cd7-49a5-b334-33030222f8d8</messageld>
</acc:TransactionsResultRequest>

3.4.3.1.2 RESPONSE MESSAGE — TRANSACTIONSRESULTRESPONSE
Znak = v stipci Nazov elementu predstavuje jednu troveri v ramei XML $trukttry

transactionList

=pageNr ano xsd:integer Id aktualnej strany
=totalPages ano xsd:integer Celkovy pocet stran
=transaction nie Zoznam transakcii
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==id nie xsd:string Id obratu klienta

==type ano xsd:string Typ operécie

==date ano xsd:date Datum vykonania obratu
==amount ano xsd:decimal ~ Suma transakcie
==reference nie xsd:string Referencia

==note nie xsd:string Poznamka
==rowIDInPage nie xsd:integer Id riadku obratu na strane
==accountNumber ano xsd:string Cislo Ggtu
==accountBankCode nie xsd:string Kdd banky Gctu
==accountName nie xsd:string Nazov Uctu
==correspondingAccountNumber nie xsd:string Cislo protiugtu
==correspondingAccountBankCode nie xsd:string Kéd banky protiuctu

Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Length: 3244

Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Tue, 07 Jun 2022 09:16:52 GMT

<psd2acc:TransactionResultResponse xmins:psd2acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmidsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue> Hodnotav priklade neuvedena </ds:DigestValue>
</ds:Reference>
</ds:SignedInfo> Hodnota v priklade neuvedena </ds:SignatureValue>
<ds:Keylnfo>
<ds:X509Data> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
<transactionList>
<pageNr>1</pageNr>
<totalPages>1</totalPages>
<transaction>
<id>367</id>
<type>debit</type>
<date>2022-01-04T00:00:00</date>
<amount>-0.14</amount>
<reference>new testiD</reference>
<note>detail test remittance information</note>
<rowlIDInPage>1</rowIDInPage>
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<accountNumber>SK9365000000000096824759</accountNumber>
<accountBankCode>POBNSKBAXXX</accountBankCode>
<accountName>JK Tester</accountName>
<correspondingAccountNumber>SK4865000000000096735844</correspondingAccountNumber>
<correspondingAccountBankCode>POBNSKBAXXX</correspondingAccountBankCode>
</transaction>
</transactionList>
</psd2acc:TransactionResultResponse>

3.5 Proceszadania poziadavky POI

Obrazok nizSie popisuje postupnost API volani ktoré je potrebné dodrzat v uvedenom poradi. NedodrZanie postupnosti volani
moZze viest k zamietnutiu poZiadavky zo strany banky.

(1)
Foiadovana
SCAzo strany
banky?
p - ——aam
) °. e
P ] LI LI |
& { | (a1} (43) (A7)
= A 4 Vyplnznie prihlasovacic Viber IBAN Overenie visledku
E [E1) | ddajov (login/password) L _ I spracovania
¥
Autentifikacia ) (=3
prebehla OK? ie | [62)
Ziada banka
[a5) opdtovné
Vyplnenie OTF kédu FEETEE
kodu?
2
o (o7 7% (T 7
= L i 1
P [ Bk e e
£ (A2 (ag) (A6} (a8}
% Sws/AccountService1.0/initSendPaymen t Jwes{Pay Service/1.0/sendPay EommereE Jws/Pay Service/1.0/sendPaymentEonmae Jws/PaymentService/1.0/zetPayment ==
E: \ \
Obrazok 4: Postupnost krokov volani pre sluzbu POI
Proces:

(A1) Klient zada u TPP svoje prihlasovacie Udaje do IB (login a password). Po ich ziskani TPP vola sluzbu
o initPayment: inicializatné sluzba pre scenare:
= sendPaymentEcommerce: okamZita platba (SEPA)
= sendPaymentStandard: platba s doprednym datumom splatnosti (SEPA)
e initStandingOrder inicializatna sluzba pre scenar:
= createStandingOrder: sluzba pre zalozenie trvalého prikazu (SEPA)
o Pre testovacie prostredie je potrebné pouZit prihlasovacie Udaje uvedené v kapitole 3.2
(A2) Po overeni spravnosti udajov banka odpoveda zoznamom Uétov ktoré ma klient k dispozicii. Response sluzby vracia aj
atribt ,orderld”. Ide o jednoznacny identifikator ktory sa bude pouZzivat v celom procese.
(A3) Klient definuje ucet zo zoznamu. Po zvoleni G¢tu TPP zavola sluzbu s informaciou doplnenou o ucet, prideleny orderID.
o Testovacie prostredie ma definovany zoznam Uctov prijemcu platby ktoré méze TPP pre testovanie pouzit. Ak nebude
pouzity ucet zo zoznamu poziadavka bude zamietnuta.
(Ad) Sluzba vracia v response informaciu o tom, &i je potrebné realizovat’ autorizaciu. Informécia je uvedena v atriblte TxSts.
e Banka pozaduje zaslanie SCA (TxSts = SCA)
= (A5) TPP pre dalSie pokracovanie musi od klienta vyziadat OTP kéd. Kod zasiela volanim sluzby pricom
request musi obsahovat rovnaké hodnoty ako v bode (A4). OTP kdéd sa zasiela v samostatnom atribute

v hlavicke volania.

OTP pre testovacie prostredie treba zaslat vo formate DDMMHH
e DD - def zaslania requestu sluzby, ktora v odpovedi vyziadala SCA - &iselna hodnota
o MM - mesiac zaslania requestu sluzby, ktora v odpovedi vyziadala SCA — Ciselna hodnota
e HH - hodina zaslania requestu sluzby, ktora v odpovedi vyziadala SCA - ¢iselna hodnota
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Priklad: Request (A4) bol zaslany 27.5.2022 v ¢ase 15:53. Vo volani (A6) oCakavame OTP kéd
270515
= (AG) Sluzba vracia v response informaciu o vykonani autorizacie. Ak sa v hlavicke vratila chyba ale TxSts
= SCA znamena to, Ze sa nepodarilo overit OTP kod. Order je stale platny banka Caka na zaslanie
spravneho OTP kédu.
o Banka nepozaduje SCA - proces zadania poZiadavky je ukonceny. V takomto pripade sa volanie (A6) vynechava a TPP
moZe prejst k overeniu vysledku spracovania.
e TxSts vratilo jednu z nasledovnych hodnét:
= Stavy spracovania poziadavky:
e COMP = platba je zrealizovana
e WAIT = platha bola prijata na spracovanie. Tento stav sa vracia hlavne prisendPaymentStandard
sluzbe ak je datum splatnosti do buducnosti.
e RJCT = platba je zamietnuta. Ide o finalny stav a ak nastane je potrebné zadat' poziadavku od
zaciatku.
= Technické stavy:
e RCVD = prebieha spracovanie poziadavky, ide o technicky stav spracovania poziadavky na
strane banky ak sa vrati nasledovnéd hodnota, tak je potrebné si cez sluzbu getPaymentStatus
overit zmenu stavu.

o ERR =ide o technickii chybu pre overenie chyby je potrebné kontaktovat' banku

o (A7) Pre overenie vysledku spracovania a zobrazenie detailu transakcie je potrebné aby TPP prevolala sluzbu
getPaymentStatus. Overovacia sluzba funguje len pre scenare inicializované sluzbou initPayment.

o (A8)Response sluzby vrati pozadované daje.
3.5.1 IBAN Listing pre Payment Order Initiation (LIPOIl)apre Standing Order

Testovacie prostredie sa li$i od produkéného prostredia rozdielnou URL. V pripade prechodu z testovacieho prostredia na produkéné
je potrebné zmenit URL.

URL testovacieho prostredia:

initPayment: _https://apitest.365.bank/ws/PaymentService/1.0/initPayment

initStandingOrder:  https://apitest.365.bank/ws/PaymentService/1.0/initStandingOrder

URL produkéného prostredia:

initPayment: _https://api.365.bank/ws/PaymentService/1.0/initPayment

initStandingOrder: _https://api.365.bank/ws/PaymentService/1.0//initStandingOrder

3.5.1.1  /ws/AccountService/1.0/initPayment

Transport HTTPS/XML

Method POST

MIME Type application/xml

MEP Synchronous request-response

XSD schema PaymentService_api.xsd

Reusstmessage

Accept application/xml

HTTP Header parameters X-username Prihlasovacie meno uzivatela do 1B
X-password Prihlasovacie heslo uzivatela do IB

HTTP Content initPaymentRequest
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https://apitest.365.bank/ws/PaymentService/1.0/initPayment
https://psd2api.postovabanka.sk/pabksk/ws/PaymentService/1.0/initStandingOrder
https://api.365.bank/ws/PaymentService/1.0/initPayment
https://api.365.bank/ws/PaymentService/1.0/initPayment
https://api.365.bank/ws/PaymentService/1.0/initStandingOrder
https://api.365.bank/ws/PaymentService/1.0/initStandingOrder

error kéd chyby
HTTP Header parameters

errorDescription popis chyby
HTTP Content initPaymentResponse

3.5.1.1.1 REQUEST MESSAGE - INITTRANSACTIONSREQUEST

messageld ano xsd:string Jedinecny identifikator spravy TPP

Priklad volania z testovacieho prostredia banky:
Header:

POST http://apitest.365.bank/Psd2Mock/ws/PaymentService/1.0/initPayment HTTP/1.1

Accept-Encoding: gzip,deflate

Content-Type: application/xml

X-password:

p76WQVzQ8y30y0bApjih6In210juRkJZAX8LmFWo7FMDsmJHtqLICregv0ybkafK6ISQse50z/ ymb5SnXNRVuwWQtH+0rUUTcvBInYP V3
X1Wr9op0z0JPI0HhBd1R+h23AwCPft8CCXBvW3Vad5EssPaygRIMr4xgiWmeycnOKZQ70Ki5L1mUfMZ0ZsliDKrelZ2iv+UziCCviyav
01+ufR1bha9pHNKgYHSB/aTOX6nlYImNOKaoD86n1/6x/IDSTZ0950642eVWePN2NPdINCQxO+70bYFES3UZFrDz612n8ZhkZzIV
vSS5gXtUI0UvQ/fdtVxeEyfymZ GDpOQRCyw==

Accept: application/xml

X-username: A1psd2365@gmailabc.com

Content-Length: 183

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:

<psd2pay:InitPaymentRequest xmins:psd2pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService">
<messageld>913d5900-48b0-4a66-9c1b-4da92a77a2bb</messageld>
</psd2pay:InitPaymentRequest>

3.5.1.1.2 RESPONSE MESSAGE - INITTRANSACTIONSRESPONSE

orderld xsd:string Pridelené ID objednavky
accountList Zoznam IBANov
=id xsd:string IBAN Uctu (medzinarodné Cislo bankového Uctu)

Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Length: 2645

Content-Type: application/xml; charset=UTF-8
Server:
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X-Content-Type-Options: nosniff
error: 0
Date: Fri, 10 Jun 2022 11:03:22 GMT

<psd2pay:InitPaymentResponse xmins:psd2pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService" >
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmlidsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenct#sha256" />
<ds:DigestValue> Hodnota v priklade neuvedena </ds:DigestValue>
</ds:Reference>
</ds:SignedInfo> Hodnota v priklade neuvedena </ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data> Hodnotav priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<orderld>fc8004b48aefdd9daa08ae490cef8871</orderld>
<accountList>
<id>SK9365000000000096824759</id>
</accountList>
</psd2pay:InitPaymentResponse>

3.5.1.2 /ws/AccountService/1.0/initStandingOrder

Transport HTTPS/XML

Method POST

MIME Type application/xml

MEP Synchronous request-response
XSD schema PaymentService_api.xsd

Accept application/xml
HTTP Header parameters X-username Prihlasovacie meno uzivatela do IB
X-password Prihlasovacie heslo uZivatela do IB
HTTP Content initStandingOrderRequest

error kéd chyby
HTTP Header parameters

errorDescription popis chyby
HTTP Content initStandingOrderResponse
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3.5.1.2.1 REQUEST MESSAGE - INITSTANDINGORDERREQUEST

messageld ano xsd:string Jedinecny identifikator spravy TPP

Priklad volania z testovacieho prostredia banky:
Header:

POST http://apitest.365.bank/Psd2Mock/ws/PaymentService/1.0/initStanding Order HTTP/1.1

Accept-Encoding: gzip,deflate

Content-Type: application/xml

X-password:

p76WQVzQ8y30y0bApjh6In210juRkJZAX8LmFWo7FMDsmJHtqLICr6gv0ybkafK6ISQse50z/ ymbSnXNRVuwWQt+0ruUTevBOnYPV3
X1Wr9opOz0JPIOHhBd 1R +h23AwCPft8CCXBvW3Vad5EssPaygRIMraxgiWWwmcycnOKZQ70Ki5L1mUfMZ0ZsliDKrelZ2iv+UziCCviyav
O1+ufR1bha9pHNKqYHSB/aTOX6nlYImNOKaoD86nI/6x/IDSTZ09S0642eVWePN2NPdINCQx0O+70bYFES3UZFrDz612n8ZhkZzIV
vSS5gXtUloUvQ/fdtVxeEyfymZ GDpOQRCyw==

Accept: application/xml

X-username: A1psd2365@gmailabc.com

Content-Length: 195

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:

<psd2pay:InitStandingOrderRequest xmins:psd2pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService">
<messageld>83b99667-68f1-424f-963f-0464a5596651</messageld>
</psd2pay:InitStandingOrderRequest>

3.5.1.2.2 RESPONSE MESSAGE - INITSTANDINGORDERRESPONSE

orderld xsd:string Pridelené ID objednavky
accountList Zoznam |IBANov
=id xsd:string IBAN Gctu (medzinarodné Cislo bankového Uctu)

Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Length: 2657

Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Fri, 10 Jun 2022 11:10:37 GMT

<psd2pay:InitStandingOrderResponse xmins:psd2pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService">
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
<ds:Reference URI="">
<ds:Transforms>
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<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue> Hodnotav priklade neuvedena </ds:DigestValue>
</ds:Reference>
</ds:SignedIinfo> Hodnota v priklade neuvedena </ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
<orderld>a74bd53a140a42d199be5548268a66fd</orderld>
<accountList>
<id>SK9365000000000096824759</id>
</accountList>
</psd2pay:|nitStandingOrderResponse>

3.5.2 Payment Order Initiation (POI)
Rozhranie sa pouziva na iniciovanie platby. Podla typu platby st vystavené rdzne endpointy:
sendPaymentEcommerce - E-commerce platby (SEPA)
sendPaymentStandard - Standardné platby s doprednou platnostou (SEPA)
createStandingOrder - zriadenie trvalého prikazu (SEPA)

Sluzby popisané v tejto kapitole sa volaju v dvoch Castiach procesu. Prvy krat v Ease ak si klient vybral et (toto volanie je povinné
vzdy) a druhy krat v tom pripade ak banka pozaduije realizaciu SCA (druhé volanie je mozné opakovat aj viac krat, zavisi to od toho &i
bol OTP kdd zaslany na prvy krat alebo nie). V3etky volania sluzby musia mat rovnako vyplnenu Cast requestu ktora je v priklade
oznacena ako ,Body" (hodnota messageld sa méZze liSit). Volania sa liSia v hlavicke nakolko prvé volanie neobsahuije atribut X-OTPkod
druhé volanie je uz aj s tymto atribltom.

Testovacie prostredie sa li$i od produkéného prostredia rozdielnou URL. V pripade prechodu z testovacieho prostredia na produkéné
je potrebné zmenit URL.

URL testovacieho prostredia:

sendPaymentEcommerce : _https://apitest.365.bank/ws/PaymentService/1.0/sendPaymentEcommerce

sendPaymentStandard: https://apitest.365.bank/ws/PaymentService/1.0/sendPaymentStandard

createStandingOrder: https://apitest.365.bank/ws/PaymentService/1.0/createStandingOrder
URL produkéného prostredia:

sendPaymentEcommerce : https://api.365.bank/ws/PaymentService/1.0/sendPaymentEcommerce

sendPaymentStandard: _https://api.365.bank/ws/PaymentService/1.0/sendPaymentStandard

createStandingOrder: _https://api.365.bank/ws/PaymentService/1.0/createStandingOrder

3.5.21 |ws/PaymentService/1.0/sendPaymentEcommerce

Transport HTTPS/XML

Method POST

MIME Type application/xml

MEP Synchronous request-response
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https://psd2api.postovabanka.sk/pabksk/ws/PaymentService/1.0/sendPaymentEcommerce
https://psd2api.postovabanka.sk/pabksk/ws/PaymentService/1.0/sendPaymentStandard
https://psd2api.postovabanka.sk/pabksk/ws/PaymentService/1.0/createStandingOrder
https://api.365.bank/ws/PaymentService/1.0/sendPaymentEcommerce
https://api.365.bank/ws/PaymentService/1.0/sendPaymentStandard
https://api.365.bank/ws/PaymentService/1.0/createStandingOrder

pain.001.001.07.PaBkCustomPOlecomm.xsd
Request XSD schema Customizovana PAIN001 schéma je pouzitad ako payload. Pre datové

typy pozri Specifikaciu PAINOO1.
pain.002.001.08.xsd

Response XSD schema Customizovana PAIN002 schéma je pouzita ako payload. Pre datové

typy pozri Specifikaciu PAINO02.

Accept application/xml
HTTP Header parameters seamlail orderld koqkrétnej operécie, ktori chce TPP
autorizovat
X-OTPkod OTP kdd na overenie autorizacie
HTTP Content SendPaymentEcommerceRequest

error kéd chyby
HTTP Header parameters

errorDescription popis chyby
HTTP Content SendPaymentEcommerceResponse

3.5.2.1.1 REQUEST MESSAGE - SENDPAYMENTECOMMERCEREQUEST

Znak = v stipci Nazov elementu predstavuje jednu Groveri v ramci XML $truktary

CstmrCdtTrflnitn ~ &no

=GrpHdr ano

==Msgld ano Max35Text
==CreDtTm ano ISODateTime
=PmtInf ano

==Dbtr nie

===Nm nie Max140Text
==DbtrAcct ano

===|(d ano

====|BAN ano IBAN2007Identifier

==CdtTrfTxInf ano

===Pmtld ano

JedineCny identifikator spravy

TPP

Nie je povolena diakritika ani
medzera. Povolené su len
znaky: A-Za-z0-9+7?/-:().,

Datum a ¢as odoslania spravy z

TPP

Néazov debtora

Nie je povolena diakritika.

Povolené su len znaky: A-Za-z0-

9+7/-:().,'a medzera

IBAN debtora (medzinarodné
Cislo bankového G¢tu)
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ID transakcie
Nie je povolena diakritika ani
medzera. Povolené su len
znaky: A-Za-z0-9+?/-:().,".
E2E referencia — validacia
syntakticky na max 35 znakov
Nie je povolend diakritika.
====EndToEndld  &no Max35Text Povolené su len znaky: A-Za-z0-
9+7/-:().,'a medzera
Ak klient hodnotu nevypini TPP
zaSle NOTPROVIDED

====|nstrld ano Max35Text

=== Amt ano

Suma prevodného prikazu a
mena. Mena iba EUR
Suma musi byt >=0.01 a

==== |nstdAmt ano ActiveOrHistoricCurrencyAndAmount ~ <=999999999.99. Suma musi
byt zaokruhlena iba na 2
desatinné miesta. Oddelovac
desatinnych miest je "." (bodka)

===Cdtr ano

Nazov prijemcu

9+7/-:().,'a medzera
===CdtrAcct ano
====|d ano
—====BAN 4o IBAN2007Identfier o bcgﬁ‘kjgsgié”aquz)i“érOd”é
===RmtInf nie

Referencia platitela
===={Usfrd nie Max140Text Nie je povolena diakritika.

Povolené st len znaky: A-Za-z0-
9+7/-:().,'a medzera

Priklad volania z testovacieho prostredia banky:
Header prvého volania:

POST http://apitest.365.bank/Psd2Mock/ws/PaymentService/1.0/sendPaymentEcommerce HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml

X-orderld: 64078544a5384160ab56ca4b67d5476f

Content-Length: 1256

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Header druhého volania:

POST http://apitest.365.bank/Psd2Mock/ws/PaymentService/1.0/sendPaymentEcommerce HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml

X-orderld: 64078544a5384160ab56ca4b67d5476f

X-OTPkod: 080613

Content-Length: 1256
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Host: apitest.365.bank
Connection: Keep-Alive
User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:
<pay.SendPaymentEcommerceRequest xmins:pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService"
xmins:urn="urn:iso:std:is0:20022:tech:xsd:pain.001.001.07.PaBkCustomPOlecomm">
<urn:CstmrCdtTrfInitn>
<urn:GrpHdr>

<urn:Msgld>Msgld</urn:Msgld>
<urn:CreDtTm>2022-06-08T13:43:06.309+02:00</urn:CreDtTm>
</urn:GrpHdr>
<urn:Pmtinf>
<urn:DbtrAcct>
<urn:ld>
<urn:IBAN>SK9365000000000096824759</urn:IBAN>
</urn:ld>
</urn:DbtrAcct>
<urn:CdtTrfTxInf>
<urn:Pmtld>
<urn:Instrld>thx</urn:Instrld>
<urn:EndToEndld>e2e</urn:EndToEndId>
</urn:Pmtld>
<urn:Amt>
<urn:InstdAmt Ccy="EUR">0.02</urn:InstdAmt>
<furn:Amt>
<urn:CdtrAgt>
<urn:Finlnstnld>
</urn:FinInstnld>
</urn:CdtrAgt>
<urn:Cdtr>
<urn:Nm>crdtname</urn:Nm>
</urn:Cdtr>
<urn:CdtrAcct>
<urn:ld>
<urn:IBAN>SK7565000000000096735940</urn:IBAN>
<lurn:|d>
</urn:CdtrAcct>
<urn:Rmtinf>
<urn:Ustrd>remmitance</urn:Ustrd>
</urn:Rmtinf>
<furn:CdtTrfTxInf>
</urn:Pmtinf>
</urn:CstmrCdtTrflnitn>
</pay:SendPaymentEcommerceRequest>

3.5.2.1.2 RESPONSE MESSAGE - SENDPAYMENTECOMMERCERESPONSE

CstmrPmtStsRpt ano

=GrpHdr ano
==Msgld ano Max35Text Message ID odpovede
==CreDtTm ano ISODateTime DD 2 E26 1) el 56

vyCitany stav transakcie
=OrgnlGrpInfAndSts  ano
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==0rgniMsgld ano

==0rgniMsgNmId ano
=OrgnlPmtInfAndSts  ni

e

==0rgnlPmtInfld ano

==TxInfAndSts nie
===0rgnlinstrid nie
===TxSts nie
=== StsRsnInf nie
====Rsn nie
:::::Cd éno

365.bank, a. s., Dvorakovo nabrezie 4, 811 02 Bratislava,

Max35Text

Max35Text

Max35Text

Max35Text

ExternalPaymentTransactionStatus1
Code

ExternalStatusReason1Code

zapisana v Obchodnom registi Okresného stidu Bratislava |,oddiel Sa, vI. &. 501/B, ICO: 31 340 890, IC DPH: SK7020000680

képia pofa GrpHdr/Msgld z
Requestu

pain.001.001.07 — konstanta

képia
PmtInf/CdtTrfTxInf/Pmtld/Instrld
zRequestu

Order Id - jedineéna referencia
pridelena bankou na
jednoznaénu identifikaciu
pokynu.

RCVD = prebieha spracovanie
platby

ERR = chyba

COMP = platba bola
spracovana

WAIT = platba bola prijata na
spracovanie

SCA = potrebna dodato¢na
autorizacia platby

reason code
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Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Length: 3515

Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Wed, 08 Jun 2022 11:43:06 GMT

<?xml version="1.0" encoding="utf-16"?>

<psd2pay:SendPaymentEcommerceResponse xmins:pain02="urn:iso:std:is0:20022:tech:xsd:pain.002.001.08 "

xmins:psd2pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService">
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />

<ds:Reference URI="">
<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />

</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue> Hodnotav priklade neuvedena </ds:DigestValue>
</ds:Reference>
</ds:SignedInfo> Hodnota v priklade neuvedena </ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
<pain02:CstmrPmtStsRpt>
<pain02:GrpHdr>
<pain02:Msgld>b5c1c788-df8c-446d-8dce-59899da8251d</pain02:Msgld>
<pain02:CreDtTm>2022-06-08T13:43:06.3146091+02:00</pain02:CreD{Tm>
</pain02:GrpHdr>
<pain02:0rgnlGrpInfAndSts>
<pain02:0rgniMsgld>Msgld</pain02:OrgniMsgld>
<pain02:0rgniMsgNmld>pain.001.001.07</pain02:OrgnIMsgNmId>
</pain02:OrgnIGrpInfAndSts>
<pain02:0rgnlPmtinfAndSts>
<pain02:0rgnIPmtinfld>thx</pain02:OrgnIPmtInfld>
<pain02:TxInfAndSts>
<pain02:0rgnlinstrld>64078544a5384160ab56ca4b67d5476f</pain02:Orgnlinstrld>
<pain02:TxSts>SCA</pain02:TxSts>
<pain02:StsRsninf>
<pain02:Rsn>
<pain02:Cd>00</pain02:Cd>
</pain02:Rsn>
</pain02:StsRsninf>
</pain02:TxInfAndSts>
</pain02:OrgnIPmtInfAndSts>
</pain02:CstmrPmtStsRpt>
</psd2pay:SendPaymentEcommerceResponse>

3.5.2.2 /ws/PaymentService/1.0/sendPaymentStandard

Transport HTTPS/XML
Method POST
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MIME Type application/xml

MEP Synchronous request-response

pain.001.001.07.PaBkCustomPOlstd.xsd
Request XSD schema Customizovana PAIN001 schéma je pouzita ako payload. Pre datové

typy pozri Specifikaciu PAINOO1.
pain.002.001.08.xsd

Response XSD schema Customizovana PAIN002 schéma je pouzitad ako payload. Pre datové

typy pozri Specifikaciu PAINO02.

Accept application/xml
orderld konkrétnej operacie, ktoru chce TPP
HTTP Header parameters X-orderld autorizovat
X-OTPkod OTP kéd na overenie autorizacie
HTTP Content SendPaymentStandardRequest

error koéd chyby
HTTP Header parameters

errorDescription popis chyby
HTTP Content SendPaymentStandardResponse

3.5.2.2.1 REQUEST MESSAGE - SENDPAYMENTSTANDARDREQUEST

Znak = v stipci Nazov elementu predstavuje jednu Groveri v ramei XML Strukttry

CstmrCdtTrflnitn ~ ano

=GrpHdr ano

==Msgld ano Max35Text
==CreDtTm ano ISODateTime
=PmtInf ano

==ReqdExctnDt ano ISODate

==Dbtr nie

===Nm nie Max140Text
==DbtrAcct ano

===|(d ano

====|BAN ano IBAN2007Identifier

==CdtTrfTxInf ano

Jedineny identifikator spravy

TPP

Nie je povolena diakritika ani
medzera. Povolené su len
znaky: A-Za-z0-9+?/-().,'

Datum a ¢as odoslania spravy z

TPP

Datum splatnosti

Néazov debtora

Nie je povolena diakritika.

Povolené su len znaky: A-Za-z0-

9+?/-:().,'a medzera

IBAN debtora (medzinarodné
Cislo bankového Uctu)

365.bank, a. s., Dvorakovo nabrezie 4, 811 02 Bratislava, . N
zapisana v Obchodnom registri Okresného sudu Bratislava |,oddiel Sa, vl. €. 501/B, ICO: 31 340 890, IC DPH: SK7020000680

40/55



===Pmtld ano

ID transakcie
Nie je povolena diakritika ani
medzera. Povolené su len
znaky: A-Za-z0-9+7?/-:().,".
E2E referencia — validacia
syntakticky na max 35 znakov
Nie je povolena diakritika.
====EndToEndld ano Max35Text Povolené su len znaky: A-Za-z0-
9+7/-:().,'a medzera
Ak Klient hodnotu nevypini TPP
za8le NOTPROVIDED

====|nstrld ano Max35Text

=== Amt ano

Suma prevodného prikazu a
mena. Povolena mena iba EUR
Suma musi byt >=0.01 a

==== |nstdAmt ano ActiveOrHistoricCurrencyAndAmount ~ <=999999999.99. Suma musi
byt zaokruhlena iba na 2
desatinné miesta. Oddelovac
desatinnych miest je "." (bodka)

===Cdtr ano

Né&zov prijemcu

9+7/-:().,'a medzera
===CdtrAcct ano
====|d ano
=====(BAN ano  IBAN2007Identfier ::?:l\c!\j ;;ﬁﬁg\‘/’;é”agfuz)i“ér°d”é
===RmtInf nie

Referencia platitela
====Ustrd . Max140Text Nie je povolen diakritika.

Povolené st len znaky: A-Za-z0-
9+?/-:().,'a medzera

Priklad volania z testovacieho prostredia banky:
Header prvého volania:

POST http://apitest.365.bank/Psd2Mock/ws/PaymentService/1.0/sendPaymentStandard HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml

X-orderld: 463940df8b664b6390f7607528d8f188

Content-Length: 1681

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Header druhého volania:

POST http://apitest.365.bank/Psd2Mock/ws/PaymentService/1.0/sendPaymentStandard HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml
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X-orderld: 463940df8b664b6390f7607528d8f188
X-OTPkod: 200414

Content-Length: 1742

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:

<pay:SendPaymentStandardRequest xmins:pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService"

xmins:urn="urn:iso:std:is0:20022:tech:xsd:pain.001.001.07.PaBkCustomPOlstd">
<urn:CstmrCdtTrflnitn>
<urn:GrpHdr>
<urn:Msgld>Msgld</urn:Msgld>
<urn:CreDtTm>2022-06-08T13:55:37.615+02:00</urn:CreDtTm>
</urn:GrpHdr>
<urn:Pmtinf>
<urn:ReqdExctnDt>2022-06-10</urn:ReqdExctnDt>
<urn:Dbtr>
<urn:Nm>dbtrname</urn:Nm>
</urn:Dbtr>
<urn:DbtrAcct>
<urn:ld>
<urn:IBAN>SK9365000000000096824759</urn:IBAN>
</urn:ld>
</urn:DbtrAcct>
<urn;:CdtTrfTxInf>
<urn:Pmtld>
<urn:Instrid>thx</urn:Instrld>
<urn:EndToEndld>e2e</urn:EndToEndId>
</urn:Pmtld>
<urn:Amt>
<urn:InstdAmt Ccy="EUR">2.00</urn:InstdAmt>
<furn:Amt>
<urn:ChrgBr>SHA</urn:ChrgBr>
<urn:CdtrAgt>
<urn:FinInstnld>
<urn:BICFI>COBADEFFXXX</urn:BICFI>
<furn:FinInstnld>
</urn:CdtrAgt>
<urn:Cdtr>
<urn:Nm>crdtr</urn:Nm>
<urn:PstlAdr>
<urn:StrtNm>Rosse Strasse 10</urn:StrtNm>
<urn:TwnNm>Berlin</urn:TwnNm>
<urn:CtrySubDvsn>Nemecko</urn:CtrySubDvsn>
<urn:Ctry>DE</urn:Ctry>
</urn:PstlAdr>
</urn:Cdtr>
<urn:CdtrAcct>
<urn:ld>
<urn:IBAN>SK4765000000000096735959</urn:IBAN>
</urn:ld>
</urn:CdtrAcct>
<urn:Rmtinf>
<urn:Ustrd>remittance</urn:Ustrd>
<furn:Rmtinf>
</urn:CdtTrfTxInf>
</urn:Pmtinf>
</urn:CstmrCdtTrflnitn>
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</pay:SendPaymentStandardRequest>

3.5.2.2.2 RESPONSE MESSAGE - SENDPAYMENTSTANDARDRESPONSE

Nazov elementu Povinny Typ Popis

CstmrPmtStsRpt ano

=GrpHdr ano
==Msgld ano Max35Text Message |D odpovede
==CreDtTm ano  ISODateTime LD &1 6285 .00 Liornnu )

vyCitany stav transakcie
=OrgnIGrpInfAndSts  ano

==OrgniMsgld ao  Max35Text ) e il o2

Requestu
==0rgniMsgNmId ~ ano Max35Text pain.001.001.07 - konstanta
=OrgnIPmtInfAndSts nie
képia
==0rgnIPmtInfld ano Max35Text PmtInf/CdtTrfTxInf/Pmtld/Instrld
z Requestu

==TxInfAndSts nie

Order Id - jedine¢na referencia
pridelena bankou na
jednoznaénu identifikaciu
pokynu.
RCVD = prebieha spracovanie
platby
ERR = chyba
COMP = platba bola
===TxSts nie ExternalPaymentTransactionStatus1Code spracovana
WAIT = platba bola prijata na
spracovanie
SCA = potrebna dodatocna
autorizacia platby

===QrgnlInstrld nie Max35Text

=== StsRsnInf nie
====Rsn nie
=====Cd ano ExternalStatusReason1Code reason code

Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Length: 3513

Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Wed, 08 Jun 2022 11:55:37 GMT

<?xml version="1.0" encoding="utf-16"?>
<psd2pay:SendPaymentStandardResponse xmins:pain02="urn:iso:std:is0:20022:tech:xsd:pain.002.001.08"
xmins:psd2pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService">
<ds:Signature xmins:ds="http://lwww.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
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<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmlIdsig-more#rsa-sha256" />
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue> Hodnotav priklade neuvedena </ds:DigestValue>
</ds:Reference>
</ds:SignedIinfo> Hodnota v priklade neuvedend </ds:SignatureValue>
<ds:Keylnfo>
<ds:X509Data> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
<pain02:CstmrPmtStsRpt>
<pain02:GrpHdr>
<pain02:Msgld>38e43231-a03e-42e5-9fe2-0328940de268</pain02:Msgld>
<pain02:CreDtTm>2022-06-08T13:55:37.7002613+02:00</pain02:CreDtTm>
</pain02:GrpHdr>
<pain02:0rgniGrpInfAndSts>
<pain02:0rgniMsgld>Msgld</pain02:OrgniMsgld>
<pain02:0rgniMsgNmId>pain.001.001.07</pain02:OrgniMsgNmId>
</pain02:0rgniGrpInfAndSts>
<pain02:0rgniPmtInfAndSts>
<pain02:OrgniPmtInfld>thx</pain02:OrgniPmtinfld>
<pain02:TxInfAndSts>
<pain02:0rgnlinstrid>463940df8b664b6390f7607528d8f188</pain02:Orgnlinstrid>
<pain02:TxSts>SCA</pain02:TxSts>
<pain02:StsRsninf>
<pain02:Rsn>
<pain02:Cd>00</pain02:Cd>
</pain02:Rsn>
</pain02:StsRsninf>
</pain02:TxInfAndSts>
</pain02:0rgnlPmtinfAndSts>
</pain02:CstmrPmtStsRpt>
</psd2pay:SendPaymentStandardResponse>

3.5.2.3 /ws/PaymentService/1.0/getPaymentStatus
I
Transport HTTPS/XML
Method POST
MIME Type application/xml
MEP Synchronous request-response
Request XSD schema PaymentService_api.xsd
Response XSD schema PaymentService_api.xsd

HTTP Header parameters Accept application/xml

HTTP Content GetPaymentStatusRequest
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error kéd chyby
HTTP Header parameters
errorDescription popis chyby

HTTP Content GetPaymentStatusResponse

3.5.2.3.1 REQUEST MESSAGE - GETPAYMENTSTATUSREQUEST
Znak = v stipci Nazov elementu predstavuje jednu Groveri v ramci XML $truktary

PaymentStatus

=GrpHdr ano

==Msgld ano xsd:string Jedinecny identifikator spravy TPP
==CreDtTm ano xsd:dateTime Datum a Cas odoslania spravy z TPP
=Order ano

==0Orderld ano xsd:string Id Orderu

Priklad volania z testovacieho prostredia banky:
Header:

POST http://apitest.365.bank/Psd2Mockiws/PaymentService/1.0/getPaymentStatus HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml

Content-Length: 505

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:

<psd2pay:GetPaymentStatusRequest
xmins:psd2pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService"
xmins:req="http://pabk.sk/EAI/API/XSD/PSD2/POI/RequestStatus">
<req:PaymentStatus>
<req:GrpHdr>
<req:Msgld>5d7d49be-74ee-4851-8d78-2e8267869494</req:Msgld>
<req:CreDtTm>2022-06-08T14:09:52.090+02:00</req:CreDtTm>
</req:GrpHdr>
<req:Order>
<req:Orderld>a25fd9d70e214dfa9550a5da89815f03</req:Orderld>
</req:Order>
</req:PaymentStatus>
</psd2pay.GetPaymentStatusRequest>

3.5.2.3.2 RESPONSE MESSAGE - GETPAYMENTSTATUSRESPONSE

CstmrPmtStsRpt ano

=GrpHdr ano
==Msgld ano Max35Text Message ID odpovede
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Datum a ¢as ku ktorému bol

==CreDtTm ano ISODateTime v .
vyCitany stav transakcie

=0rgniGrpInfAndSts  ano
képia pola GrpHdr/Msgld z

==0rgniMsgld ano Max35Text Requestu
==0rgnIMsgNmId ~ ano Max35Text pain.001.001.07 — konstanta
=OrgnIPmtInfAndSts nie
képia
==0rgnlPmtinfld ano Max35Text PmtInf/CdtTrfTxInf/Pmtld/Instrid
zRequestu
==TxInfAndSts nie
===0rgnlinstrid nie Max35Text Order Id
RCVD = prebieha spracovanie
platby
ERR = chyba
COMP = platba bola
===TxSts nie ExternalPaymentTransactionStatus1Code spracovana
WAIT = platba bola prijata na
spracovanie

SCA = potrebna dodato¢na
autorizacia platby

=== StsRsnInf nie
====Rsn nie
=====Cd ano ExternalStatusReason1Code reason code

Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Length: 3516

Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Wed, 08 Jun 2022 12:09:52 GMT

<?xml version="1.0" encoding="utf-16"?>
<psd2pay:GetPaymentStatusResponse xmins:pain02="urn:iso:std:is0:20022:tech:xsd:pain.002.001.08"
xmins:psd2pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService">
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue> Hodnotav priklade neuvedena </ds:DigestValue>
</ds:Reference>
</ds:SignedInfo> Hodnota v priklade neuvedenda</ds:SignatureValue>
<ds:KeyInfo>
<ds:X509Data> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
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</ds:Signature>
<pain02:CstmrPmtStsRpt>
<pain02:GrpHdr>
<pain02:Msgld>440c78c5-2712-4a27-92fa-7987af9fbade</pain02:Msgld>
<pain02:CreDtTm>2022-06-08T 14:09:52.1789077+02:00</pain02:CreD{Tm>
</pain02:GrpHdr>
<pain02:0rgnIGrpInfAndSts>
<pain02:0rgniMsgld>5d7d49be-74ee-4851-8d78-2e8267869494</pain02:OrgniMsgld>
<pain02:0rgniMsgNmld>pain.001.001.07</pain02:0rgnIMsgNmId>
</pain02:0rgnIGrpInfAndSts>
<pain02:0rgnlPmtinfAndSts>
<pain02:0rgnlPmtInfld />
<pain02:TxInfAndSts>
<pain02:Orgnlinstrld>a25fd9d70e214dfa9550a5da89815f03</pain02:Orgnlinstrid>
<pain02:TxSts>SCA</pain02: TxSts>
<pain02:StsRsninf>
<pain02:Rsn>
<pain02:Cd>Er15</pain02:Cd>
</pain02:Rsn>
</pain02:StsRsninf>
</pain02:TxInfAndSts>
</pain02:OrgnlPmtInfAndSts>
</pain02:CstmrPmtStsRpt>
</psd2pay:GetPaymentStatusResponse>

3.5.24 |ws/PaymentService/1.0/createStandingOrder

Transport HTTPS/XML

Method POST

MIME Type application/xml

MEP Synchronous request-response
Request XSD schema PaymentService_api.xsd
Response XSD schema PaymentService_api.xsd

Accept application/xml
orderld konkrétnej operacie, ktoru chce TPP
HTTP Header parameters X-orderld autorizovat
X-OTPkod OTP kod na overenie autorizacie
HTTP Content CreateStandingOrder Request

error kéd chyby
HTTP Header parameters

errorDescription popis chyby
HTTP Content CreateStandingOrderResponse

3.5.2.4.1 REQUEST MESSAGE - CREATESTANDINGORDERREQUEST
Znak = v stipci Nazov elementu predstavuje jednu Groveri v ramei XML Strukttry
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Nazov elementu
StdOrderPmt
= GrpHdr

== Msgld

== CreDtTm
= Pmtinf
==DbtrAcct
===|d
====|BAN
== Pmtld

===EndToEnd|d

== Amt

=== |nstdAmt

== CdtrAcct
===Id
====|BAN
== RmtInf

=== Ustrd

== Detall

===Periodicity

===FirstPaymentDt
===LastPaymentDt
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Povinny Typ

ano

ano

ano

ano
ano
ano
ano
ano
nie

ano

ano

ano

ano

ano

ano
ano
ano
nie

ano

ano

ano

ano

nie

Max35Text

ISODateTime

IBAN2007Identifier

Max35Text

ActiveOrHistoricCurren

cyAndAmount

Max140Text

IBAN2007!dentifier

Max140Text

integer

date

date

Popis

Jedine¢ny identifikator spravy TPP
Nie je povolena diakritika ani medzera.
Povolené su len znaky: A-Za-z0-9+7/-().,

Datum a Cas odoslania spravy z TPP

IBAN (medzinarodné &islo bankového uctu)

E2E referencia — validacia syntakticky na max
35 znakov

Nie je povolena diakritika. Povolené st len
znaky: A-Za-z0-9+7/-:().,'a medzera

Suma prevodného prikazu a mena. Mena iba
EUR

Suma musi byt >=0.01 a <=999999999.99.
Suma musi byt zaokrihlena iba na 2 desatinné

miesta. Oddelovac desatinnych miest je ".
(bodka)

Nazov creditora
Nie je povolena diakritika. Povolené su len
znaky: A-Za-z0-9+?/-:().,'amedzera

IBAN (medzinarodné &islo bankového uctu)

Referencia platitela
Nie je povolena diakritika. Povolené su len
znaky: A-Za-z0-9+7/-;().,'amedzera

Povolené zvolit iba jeden typ periodicity.
Povolené hodnoty:

2 (Denne)

4 (mesacne)

5 (Stvrtrocne)

6 (Polrocne)

7 (Rocne)

8 (Ultimum mesiaca)

Datum musi byt minimélne D+1 a nesmie byt
Vacsi ako 28 deri daného mesiaca

Datum do buddcnosti maximalne 31.12.2099,
ktory musi byt vacsi ako datum prvej platby



Priklad volania z testovacieho prostredia banky:

Header prvého volania:

POST http://apitest.365.bank/Psd2Mock/ws/PaymentService/1.0/createStandingOrder HTTP/1.1

Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml

X-orderld: a09576e5151b409a9d0e81b79faef806
Content-Length: 1180

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Header druhého volania:

POST http://apitest.365.bank/Psd2Mock/ws/PaymentService/1.0/createStandingOrder HTTP/1.1

Accept-Encoding: gzip,deflate

Content-Type: application/xml

Accept: application/xml

X-orderld: a09576e5151b409a9d0e81b79faef806
X-OTPkod: 200414

Content-Length: 1180

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:

<psd2pay:CreateStandingOrderRequest
xmins:psd2pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService">
<StdOrderPmt>
<GrpHdr>
<Msgld>Msgld</Msgld>
<CreDtTm>2022-06-08T16:18:37.109+02:00</CreDtTm>
</GrpHdr>
<PmtInf>
<DbtrAcct>
<|d>
<IBAN>SK9365000000000096824759</IBAN>
</ld>
</DbtrAcct>
<Pmtld>
<EndToEndld>e2e</EndToEndId>
</Pmtld>
<Amt>
<InstdAmt Ccy="EUR">1000000.00</InstdAmt>
</Amt>
<Cdtr>
<Nm>crdtr</Nm>
</Cdtr>
<CdtrAcct>
<|d>
<IBAN>SK2265000000000096735924</IBAN>
</ld>
</CdtrAcct>
<Rmtinf>
<Ustrd>remittance</Ustrd>
</RmtInf>
<Detail>
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<Periodicity>4</Periodicity>
<FirstPaymentDt>2022-06-10</FirstPaymentDt>
<LastPaymentDt>2022-08-09</LastPaymentDt>
</Detail>
</Pmtinf>
</StdOrderPmt>
</psd2pay:CreateStandingOrderRequest>

3.5.2.4.2 RESPONSE MESSAGE - CREATESTANDINGORDERRESPONSE

Nazov elementu  Povinny Typ Popis

Orgnlinstrid ano
RCVD = prebieha spracovanie platby
ERR = chyba

TxSts ano COMP = platba bola spracovana

WAIT = platba bola prijata na spracovanie
SCA = potrebna dodatocna autorizacia platby

Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Length: 2754

Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Wed, 08 Jun 2022 14:18:37 GMT

<?xml version="1.0" encoding="utf-16"?>
<psd2pay:CreateStandingOrderResponse xmins:pain02="urn:iso:std:is0:20022:tech:xsd:pain.002.001.08"
xmins:psd2pay="http://pabk.sk/EAI/API/XSD/PSD2/PaymentService">
<ds:Signature xmins:ds="http://lwww.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
<ds:Reference URI="">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256" />
<ds:DigestValue> Hodnotav priklade neuvedena </ds:DigestValue>
</ds:Reference>
</ds:Signedinfo> Hodnota v priklade neuvedena </ds:SignatureValue>
<ds:Keylnfo>
<ds:X509Data> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:Keylnfo>
</ds:Signature>
<psd2pay:Orgnlinstrld>a09576e5151b409a9d0e81b79faef806</psd2pay:Orgnlinstrid>
<psd2pay:TxSts>SCA</psd2pay: TxSts>
</psd2pay:CreateStandingOrderResponse>

3.6 Payment Instrument Issuer Service Provider (PIISP)

Pred pouzitim scenara PIISP je nutné, aby klient 365.bank udelil sthlas s poskytovanim informacii o vyske disponibilného
zostatku pre vymenovanych TPP.
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(E2)

(n1)
Poiiadavka na overenie
zostatku

Klient/TPP

[E1)

FAC

Jws/AccountService/1.0/balanceCheck

Obrazok 5: Orchestracia volani PIISP

API Rozhranie

Popis sekvenéného diagramu:

Klient zada poZiadavku (PIISP) prostrednictvom TPP
TPP zavola vystavené PIISP API

365.bank overi TPP a spracuje poZiadavku online
Vlysledok poZiadavky prezentuje TPP klientovi

Testovacie prostredie sa liSi od produkéného prostredia rozdielnou URL. V pripade prechodu z testovacieho prostredia na produkéné
je potrebné zmenit URL.

URL testovacieho prostredia: https://apitest.365.bank/ws/AccountService/1.0/balanceCheck

URL produkéného prostredia: https://api.365.bank/ws/AccountService/1.0/balanceCheck

3.6.1 /ws/AccountService/l.0/balanceCheck
Transport HTTPS/XML
Method POST
MIME Type application/xml
MEP Synchronous request-response
XSD schema AccountService_api.xsd
HTTP Header parameters Accept application/xml
HTTP Content BalanceCheckRequest
error kéd chyby
HTTP Header parameters
errorDescription popis chyby
HTTP Content BalanceCheckResponse
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https://apitest.365.bank/ws/AccountService/1.0/balanceCheck

3.6.1.1.1 REQUEST MESSAGE - BALANCECHECKREQUEST

IBAN ano xsd:string IBAN Klienta (medzinarodné ¢islo bankového uctu)
amount ano xsd:decimal  Vy3ka zostatku ktoru je potrebné preverit
currency ano xsd:string Mena

messageld ano xsd:string Jedinecny identifikator spravy TPP

Priklad volania z testovacieho prostredia banky:
Header:

POST http://apitest.365.bank/Psd2Mock/ws/AccountService/1.0/balanceCheck HTTP/1.1
Accept-Encoding: gzip,deflate

Content-Type: application/xml

X-SubjectDN: C=SK, L=Bratislava, O="Postova banka, a.s", CN=tpptest.postovabanka.sk
Accept: application/xml

Content-Length: 279

Host: apitest.365.bank

Connection: Keep-Alive

User-Agent: Apache-HttpClient/4.1.1 (java 1.5)

Body:

<psd2acc:BalanceCheckRequest xmins:psd2acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<IBAN>SK9365000000000096824759</IBAN>

<amount>2000.99</amount>

<currency>EUR</currency>

<messageld>fd374d4d-d6dd-43c5-bd49-7eabd33636d1</messageld>
</psd2acc:BalanceCheckRequest>

3.6.1.1.2 RESPONSE MESSAGE - BALANCECHECKRESPONSE

result ano xsd:boolean Vysledok operéacie

dateTime ano xsd:dateTime ~ Casova znamka ku ktorej je vykonana kontrola

Priklad pozitivnej odpovede z testovacieho prostredia banky

HTTP/1.1200 OK

Content-Length: 2602

Content-Type: application/xml; charset=UTF-8
Server:

X-Content-Type-Options: nosniff

error: 0

Date: Wed, 08 Jun 2022 14:48:54 GMT

<psd2acc:BalanceCheckResponse xmins:psd2acc="http://pabk.sk/EAI/API/XSD/PSD2/AccountService">
<ds:Signature xmins:ds="http://lwww.w3.0rg/2000/09/xmldsig#">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" />
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<ds:Reference URI="">
<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature" />

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenct#sha256" />

<ds:DigestValue> Hodnotav priklade neuvedena</ds:DigestValue>
</ds:Reference>
</ds:SignedIinfo> Hodnota v priklade neuvedena </ds:SignatureValue>
<ds:Keylnfo>
<ds:X509Data> Hodnota v priklade neuvedena </ds:X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<result>false</result>
<dateTime>2022-06-08T16:48:54.8798416+02:00</date Time>
</psd2acc:BalanceCheckResponse>
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4

Zoznam chybovych kédov

V pripade chyby je kod chyby a popis chyby odovzdany parametrami v HTTP hlavicke. Parametre http hlaviky:

error -kod chyby

errorDescription — popis chyby

Kaéd chyby
Err_out_001

Err_out_002

Err_out_003
Err_out_004

Err_out_005
Err_out_006
Err_out_007
Err_out_008
Err_out_009
Err_out_010
Err_out_011
Err_out_012
Err_out_013

Err_out 014
Err_out_015
Err_out_016

Err_out_017
Err_out_018

Err_out_019
Err_out_020

Err_out_021

Err_out_022
Err_out_023

Err_out_024

Err_out_025

Popis chyby

Nepovolené znaky v poli Instrld. Prikaz nebolo mozné spracovat. Prosim overte si sprévnost
zadanych Udajov.

Nespravne zadana suma. Prikaz nebolo mozné spracovat. Prosim overte si spravnost zadanych
Udajov.

Prikaz nebolo mozné spracovat z dovodu nespravneho datumu platnosti. Prosim overte si
spravnost zadanych Gdajov.

Prikaz nebolo mozné spracovat pre nedostatocny disponibilny zostatok.

Prikaz nebolo mozné spracovat z doévodu nespravneho datumu platnosti od. Prosim overte si
spravnost zadanych Udajov.

Prikaz nebolo mozné spracovat z dovodu nespravneho datumu splatnosti. Prosim overte si
spravnost zadanych udajov.

Prikaz nebolo mozné spracovat z dévodu nespravneho formatu IBAN. Prosim overte si spravnost
zadanych Udajov.

Prikaz nebolo mozné spracovat z dévodu nespravnej valuty. Prosim overte si spravnost zadanych
Udajov.

Prikaz nebolo mozné spracovat z dévodu, ze banka prijemcu nie je SEPA bankou. Prosim overte
si spravnost zadanych Udajov.

Prikaz nebolo mozné spracovat, na ucte nie je dostatok prostriedkov. Prosim overte si spravnost
zadanych Udajov.

Prikaz nebolo mozné spracovat, nie st korekine vyplnené Udaje platitela. Prosim overte si
spravnost’ zadanych Udajov.

Prikaz nebolo mozné spracovat. Nie je mozné realizovat prevod narovnaky Ucet. Prosim overte si
spravnost zadanych udajov.

Prikaz nebolo mozné spracovat. Prosim overte si spravnost zadanych Udajov najma existenciu G¢tu
a jeho obmedzenia.

Prikaz nebolo mozné spracovat. Prosim overte si spravnost zadanych Gdajov, najmé existenciu
Uc¢tu a jeho obmedzenia.

Prikaz nebolo mozné spracovat. Prosim overte si spravnost zadanych Udajov, alebo skiste neskor.

Prikaz nebolo mozné spracovat. Prosim overte si spréavnost zadanych Udajov, najmé existenciu
Gctu (prijemcu?) a jeho obmedzenia.

Prikaz bol prijaty a spracovéva sa.
Prikaz nebolo mozné spracovat. Prosim overte si spravnost zadanych udajov, najméa format Gctu.

Prikaz nebolo mozné spracovat. Prosim overte si spravnost zadanych udajov, najmé IBAN a BIC
prijemcu.

Prikaz nebolo mozné spracovat. Prosim overte si spravnost zadanych Udajov, najma IBAN
prijemcu.

Prikaz nebolo mozné spracovat. Prosim overte si spravnost zadanych udajov, najma kod banky
prijemcu.

Prikaz nebolo mozné spracovat. Prosim overte si spravnost zadanych Udajov.

Prikaz nebolo mozné spracovat. Ucet je neaktivny.

Prikaz nebolo mozné spracovat. Vyskytol sa problém pri konverzii Cisla uctu IBAN. Prosim overte
si spravnost zadanych udajov.

Uget prijemcu vo formate IBAN nie je spravny. Prosim overte si spravnost zadanych tdajov.
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Err_out_026 Zrychleny prevod v uvedenej sume nie je mozné realizovat.
Err_out_027 Prikaz nebolo mozné spracovat. VyprSal Cas pre autorizaciu.
Err_out_028 Prikaz nebolo mozné spracovat. Nebol autorizovany.

401 Unauthorized Klientsky certifikat nepatri ziadnemu registrovanému TPP.
403 Forbidden Dany TPP nemé pozadovanu rolu na vykonanie tejto operécie.
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